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Test Environment Setup Parameters for Script Execution

Users

e There must be four Physician type users with valid login. These users must have at least the following permissions: full access to all clinical functions.
o Dr. Alexander — Primary Care Physician in scenario 1
o OB/GYN in scenario 2
o Dr. Butler — Internist in scenario 3

There must be one Nurse type user with valid login. This user must have at least the following permissions: access to all clinical functions.

There must be one Reception type user with valid login. This user must have access to only the following functions: registration and demographic functions.
There must be one Medical Assistant type user with valid login. This user must have at least the following permissions: access to all clinical functions.
There must be one Office Manager type user with valid login. This user must have at least the following permissions: access to all clinical functions.

There must be one Security Administrator type user with valid login. This user must have at least the following permissions: access to all information
necessary to carry out security administrative tasks; no rights to access clinical data.

Patients

There must be a patient record for Joe Smith
Birthdate: 3/23/1967
Telephone: 312-555-1234
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There must be a patient record for Joe Smith

Birthdate: 6/20/2002

Mother: Jessica N. Smith

Father: J.N. Smith

Address: 1600 Rockville Pike, Rockville, Maryland

Telephone: 301-555-1212 (home)

Mom’s cell: 202-555-1212

Dad’s cell: 202-555-2121

Patient record includes historical data. Information in Appendix A is to be entered as previous visits for this patient at this practice.

There must be a patient record for Jennifer A. Thompson

Birthdate: 4/10/1975

Address: 2300 Commonwealth Avenue, Anytown, MA 02111

Telephone: 617-555-1212 (home)

Jennifer’'s cell: 617-555-1234

Husband’s cell: 617-555-2121

Patient record includes historical data. Information in Appendix B is to be entered as previous visits for this patient at this practice.

There must be a patient record for Theodore S. Smith

Birthdate: 11/08/1929.

Address: 2300 Commonwealth Avenue, Anytown, MD 22222

Telephone: 240-555-1212

Mobile email: anyone@aol.com

Patient record includes historical data. Information in Appendix C is to be entered as previous visits for this patient at this practice.

System

Enable audit logs to log these three events:
e User login/logout
e Chart created/viewed/updated/deleted
e System security administration
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Environment

There must be a printer connected to the system.
There must be a scanning device connected to the system.

Note to Applicants:
These scenarios are meant to test specific functional requirements; they are not meant to reflect the complete care that might be provided to a patient.

Scenarios are intended to be run consecutively, 1 through 4, and then 5. If the Applicant wishes to run scenarios in a different order, or if the Applicant chooses to
execute test steps contained within the scenarios in a different order to accommodate workflow of the application, the Applicant must advise CCHIT Proctor in
advance. For clinical scenarios, Applicants should note that some elements of the test script are time compressed from what would normally occur in clinical practice
setting. This is to accommodate testing of the criteria in a timely manner. Similarly, some test steps may be accomplished by a user other than would normally do a
function in a clinical practice setting. Again, this is to accommodate testing of the criteria in a timely manner.

Scenarios 6 and 7 outline documentation requirements and any other items to which the Applicant will “self-attest” that it meets the CCHIT certification criteria.
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This Clinical Test Scenario involves a routine well-child visit to his Primary Care Physician for immunization, examination and prescription creation. History of
possible TB exposure is identified and PPD given. Positive response to PPD results in additional treatment.

Test Script Scenario #1

Key Features of this scenario are:
Well Child visit with immunizations

Preventive Health

Anticipatory Guidance

Lab Reporting

Communicable Disease
o Treatment

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.1 Login as Reception Login successful
user
1.2 Look up patient 3 patient records found. Q Pass | O Fail | F1 The system shall create a single patient record for each
demographic record by | ¢ Joe Smith patient ‘
last name SMITH e Joe Smith F2 The system shall associate (store and link) key identifier
e Theodore S. Smith information with each patient record
F4 The system shall use key identifying information to
identify (look up) the unique patient record
F8 The system shall capture and maintain demographic
information as part of the patient record.
1.3 Re-do the search; look | Patient record for correct O Pass | O Fail |F3 The system shall provide the ability to store more than
up patient by another | Joe Smith (second record, one identifier for each patient record.
method (using a mother is Jessica, from F4 The system shall use key identifying information to
different identifier) and | Maryland) is found and can identify (look up) the unique patient record
select appropriate be selected. Any other F5 The system shall provide more than one means of
patient record. identifier can be used to identifying (looking up) a patient.
locate patient record.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.4 Mother has remarried; | Updated demographics are Q Pass | O Fail |F8 The system shall capture and maintain demographic NOTE — if system is
and address has displayed and include: information as part of the patient record. tied to an address
changed. e Updated patient last F11  The system shall provide the ability to modify database that verifies
e Patient adopted by name; demographic information about the patient. street addresses and
stepfather; update | e Updated mother’s last zip codes, Applicant
patient last name name; _ is not required to
to Neighbour e Updated address. override preloaded
e Update Mother’s address information

last name to

to match the test
script; show that
e Update address to address can be

Neighbour

1234 Maplewood updated, and use a
Drive, Bethesda, “real” address and
MD, 22222 zip code if necessary.

The system shall provide the ability to display a
schedule of patient appointments, populated either
through data entry in the system itself or through an
external application interoperating with the system.

Appointment displays.
Display includes date and
time of the appointment
and the name of the
provider.

Display Joe
Neighbour’s
appointment
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.7 Receptionist advises Notification sent to Nurse O Pass | O Fail | F198 The system shall provide the ability to create and assign
Nurse that Joe user(s). tasks by user or user role.
Neighbour is in the For example, notification F 206 The system shall support messaging between users.
waiting room. may be flagged, noted or
sent via task or message
by the appointment
module, by the practice
scheduler, or by direct user
messaging.
1.8 Logout as Reception. Logout successful.
1.9 Login as Nurse. Login successful.
1.10 Review notifications. Notification displays; Q Pass | O Fail | F198 The system shall provide the ability to create and assign
Note that Joe indicate patient is in the tasks by user or user role.
Neighbour is in the waiting room. Task is F 202 The system shall provide the ability to remove a task
waiting room. accepted/completed. without completing the task.
Accept/complete task.
1.11 Record reasons for System accepts reasons O Pass | O Fail | F231 The system shall provide the ability to document
visit: for visit encounters by one or more of the following means:
.V' . . ’ direct keyboard entry of text; structured data entry
¢ 'S|O_n Screenmg utilizing templates, forms, pick lists or macro
e Hearing screening substitution; dictation with subsequent transcription of
e |mmunization voice to text, either manually or via voice recognition
boosters system.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.12 Review required System displays QO Pass | 4QFail | F180 The gystem shall provide the ability to establish priteria
immunization boosters. | immunizations due at this for disease management, weliness, and preventive
visit: serwceg basgd ;)n patient demographic data (minimally
s ; ’ age and gender).
S e * DTaP F181 Th t hall ide the ability to displ lert
: e system shall provide the ability to display alerts
?or: ;?;L\]/?oﬂ:ta provided * :\I/Tl\\le based on established guidelines.
[ ]
immunizations and F 190 The system shall provide the ability to identify
. preventive services, tests or counseling that are due on
Fj?mOgr?phlcf th an individual patient.
Information o e
patient and should F 191 The system shall provide the ability to display reminders
sl i . for disease management, preventive, and wellness
ISplay automatically. services in the patient record.
F 192 The system shall provide the ability to identify criteria for
If,SyStem has,é,llrefady disease management, preventive, and wellness
_d|3p|aY_ed _notlflcatlon Qf services based on patient demographic data (age,
immunizations due, this gender).
step may have already F 195 The system shall provide the ability to notify the
been observed. provider that patients are due or are overdue for
disease management, preventive, and wellness
services.
1.13 Retrieve the current Report is displayed that O Pass | QFail |F9 The system shall provide the ability to include
immunization record shows summary of demographic information in reports.
from the EHR. immunizations. Report F 217 The system shall provide the ability to generate reports
includes immunization, consisting of all or part of an individual patient’s medical
date given, patient name, record (e.g. patient summary).
identifier and demographic F 228 The system shall provide the ability to create hardcopy
information. and electronic report summary information (procedures,
medications, labs, immunizations, allergies and vital
signs).
1.14 Review allergies in Allergy to penicillin O Pass | O Fail | F38  The system shall provide the ability to capture and store
chart indicated lists of medications and other agents to which the
’ ) patient has had an allergic or other adverse reaction.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

1.15 Mother indicates Joe Penicillin is removed from O Pass | O Fail | F40  The system shall provide the ability to remove an item

has never taken the list of allergies from the allergy and adverse reaction list.

penicillin; she listed it | displayed or noted as -
as an allergy because | erroneous.

she is allergic to
penicillin. Remove

penicillin from the list of
allergies, or mark

erroneous.

The system shall provide the ability to capture non-drug | This does not need to
agents to which the patient has had an allergic or other | g accomplished
adverse reaction.

1.17 | Mother indicates Joe is | Allergy to peanuts O Pass | O Fail |F46
allergic to peanuts but | indicated.

not to any medications. within the same
e Add “peanuts” to portion of the chart
the list of allergies. where medication

allergies are noted.
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1.19 | Using a template, Items are captured and Q Pass | O Fail | F65  The system shall provide the ability to capture patient Note: If Applicant
record vital signs at displayed as discrete data vital signs, including blood pressure, heart rate, does not use
today’s visit: elements. respiratory rate, height, and weight, as discrete data. template to input vital
e BP90/55 F 68 The system shall provide templgtfes for inputting (jata in signs data in a
o Height 40 Discrete data means that a structured format as part of clinical documentation. structured format,
e Weight 40 Ibs each separate element of have them execute
e Temperature 98.6 | the data needs to be the test procedure,
(F) stored in its own field. and then
e Pulse 80 Jurors will look for a demonstrate use of a
e Respiratory rate 20 separate data field for template to input
each element. structured data.
1.20 | Review graphical Graph displays; shows O Pass | O Fail | F74  The system shall provide the ability to graph height and | This may be
display of height and height and weight over weight over time. demonstrated in
weight since birth. time. either a single graph
that displays both
height and weight
over time since birth
or in separate
graphs.
Logout as Nurse. Logout successful.
Login as Nurse Login successful
Practitioner Ellen
Thompson.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.25 | Add to patient history: | Patient history reflects this O Pass | O Fail | F47  The system shall provide the ability to capture, store,
e Because of travel | information (may or may display, and manage patient history.
to a high risk area, | not display on problem list F49  The system shall provide the ability to update a patient
TB risk is high. depending on how the history by modifying, adding, removing, or inactivating
e Add diagnosis Applicant deals with items from the patient history as appropriate.
“screening for ‘history of present illness’).
tuberculosis”

1.27 | Place an order for Order for PPD test is Q Pass | Q Fall The system shall provide the ability to order diagnostic
PPD. Order to include | created. Order to include tests, including labs and imaging studies.
identity of ordering identity of ordering F 124 The system shall provide the ability to capture the
provider (Ellen provider (Ellen Thompson, identity of the ordering provider for all test orders.
Thompson, CFNP) and | CFNP). F 126 The system shall provide the ability to capture
is associated with the System provides view of appropriate order entry detail, including associated
diagnosis. order or a copy of the diagnosis.
Review order prior to order or requisition. Order F 128 The system shall provide the ability to relay orders for a
relay to correct is associated with the diagnostic test to the correct destination for completion.
destination for diagnosis.
completion. Order sent to Nurse user
Order sent to Nurse (verified in step 1.32).
user for completion.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.28 | Access anticipatory Guidelines display for U Pass | U Fail | F155 The system shall have the ability to provide access to
guidelines for well-child | review; may reside within standard care plan, protocol and guideline documents
th ’t b ided when requested at the time of the clinical encounter.
care. e sys e_m or be provide These documents may reside within the system or be
through links to external provided through links to external sources.
sources.

1.29 | Create site-specific Note added to chart O Pass | QO Fail | F156 The system shall provide the ability to create site-
care plan: Enter note indicating need for future specific care plan, protocol, and guideline documents.
‘recommend flu vaccination.
vaccine in six months”.

1.30 | Logout as Nurse Logout successful.

Practitioner Ellen
Thompson.
1.31 Login as Nurse. Login successful.

1.33

Access Joe
Neighbour’s chart.
Review messages.
Note order for PPD.

January 02, 2007

Access granted.
Messages display (system
may provide icon, link, text
notification etc. to indicate
outstanding tasks or
messages).

Q Pass | Q Fail

diagnostic test to the correct destination for completion.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.35 Mother completes Completed consent O Pass | O Fail | F147 The system shall provide the ability to capture scanned
consent form. document is scanned and paper consent documents (covered in DC 1.1.3.1).
Record (scan) consent | displays. —
document (provides The document that was
consent to immunize printed in step 1.34 is now
and to administer completed by hand and
PPD). scanned into the system.
1.36 | Administer PPD; record | Result recorded. Q Pass | O Fail | F201 The system shall provide the ability to designate a task | We recognize that in
PPD-12 mm. Task marked as complete. as completed. real life there would
Mark task as complete. be a time lapse
between
administration of the
PPD and recording
the results.
1.37 | Document Documentation accepted. Q Pass | O Fail | F174 The system shall provide the ability to document

administration of the immunization administration.

immunizations:

e DTaP (0.5mL IM
left deltoid, lot
number F2345,
expiration date Jan
2008,
manufacturer
Sanofi Pasteur)

e |PV (0.5mL sc)

e MMR (0.5mL sc)
Documentation to
include immunization
type, dose, time, route,
site, lot number,
expiration date,
manufacturer, and user
ID.

The following elements
must be captured as
structured data for each
immunization: type; dose;
time; route; site; lot
number; expiration date;
manufacturer; and user ID.

January 02, 2007 Copyright © 2007 Certification Commission for Healthcare Information Technology
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1.38 | Retrieve the current Report is created that O Pass | QFail |F9  The system shall provide the ability to include This report should
immunization record shows summary of demographic information in reports. include updated
from the EHR view and | immunizations. F 217 The system shall provide the ability to generate reports | information relative to
print report. Report includes complete consisting of all or part of an individual patient's medical | report retrieved in
history of all immunizations record (e.g. patient summary). step 1.13 above (i.e.
given including: F 220 The system shall provide the ability to access reports should include
immunization; date given; outside the EHR application. immunizations
patient name; patient F 225 The system shall provide the ability to generate administered in step
identifier; and patient hardcopy or electronic output of part or all of the 1.37).
demographic information individual patient’s record.
Report printS. F 228 The system shall provide the ability to create hardcopy
and electronic report summary information (procedures,
medications, labs, immunizations, allergies and vital
signs).
1.39 | Logout as Nurse. Logout successful.
1.40 Login as Nurse Login successful.
Practitioner Ellen
Thompson.
1.41 Review results of PPD: | Results entered into EHR O Pass | O Fail | F136 The system shall provide the ability to indicate normal
e 12 mm erythema and displayed, including and abnormal results based on data provided from the
) , RN iginal dat :
and induration that result is positive. origing data source
Resuli is interpreted as F 138 The system shall provide the ability to display non-
positive numeric current and historical test results as textual
T data.
Record as indication of
possible TB.

January 02, 2007
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1.42 | Order chest x-ray PA X-ray is ordered. Identity Q Pass | QO Fail | F122 The system shall provide the ability to order diagnostic | WWe recognize that in
and lateral with of ordering provider tests, including labs and imaging studies. real life there would
indication of “positive captured. Order entry F 124 The system shall provide the ability to capture the be a time lapse
PPD R/O active TB”. detail captured. identity of the ordering provider for all test orders. between ordering the
Demonstrate that Instructions and/or F 126 The system shall provide the ability to capture CXR and receiving
system provides prompts demonstrated. appropriate order entry detail, including associated results.
instructions and/or diagnosis.
prompts created by the
diagnostic tests or
procedures.
Prompt indicates “A
CXR exposes the
patient to 0.25 mRads
of radiation.”
1.43 | Logout as Nurse Logout successful.
Practitioner Ellen
Thompson.
1.44 | Login as Nurse Login successful.
Practitioner Ellen
Thompson.

1.46

Nurse Practitioner
receives and reviews
CXR report.
Acknowledge result.
Report is read as
negative for TB.

and displayed, including
that result is negative for
TB. System provides
ability for user to
acknowledge result
received.

Results entered into EHR

Q Pass | Q Fail

F 146 The system shall provide the ability for a user to whom
a result is presented to acknowledge the result.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
1.47 | Enter prescription Medication list is available O Pass | O Fail | F23  The system shall provide the ability to record the
e Search for for search and selection prescribing of medications including the identity of the
. : : ’ iber.
Nydrazid from list | Search is conducted for preserber
of medications. each of the brand name F24  The system shall provide the ability to maintain

e Search for INH and generic drugs, but onIy medication ordering dates.

(Isoniazid) from list | one is selected. F 25 The system shall provide the ability to maintain other
ot dates associated with medications including start

of medications and . . ’

- Medication information is modify, renewal and end dates as applicable.

e INH (Isonizide) for | updated in EHR, including F90  The system shall provide the ability to create

6 th t order date stamp and prescription or other medication orders with sufficient
months (enter for INH information for correct filling and administration by a
stop date or entered end date for . pharmacy.
duration). . "
: F 92 The system shall provide the ability to record user and

° Calculateq dose at Dosage I.S calculated date stamp for prescription related events, such as
10 mg/kg is 180 manually; no dos_age initial creation, renewal, refills, discontinuation, and
mg/day. calculator is required. cancellation of a prescription.

e Prescription is . , F93  The system shall provide the ability to capture the
created to make Identity of prescriber (Ellen identity of the prescribing provider for all medication
up the dose at 50 Thomp_son, CFNP}shouId orders.
mg/5 mlin a be available to review.
pleasant tasting —
liquid.

e Sig will be 18 ml F 98 The system shall provide the ability to capture comment

; content for prescription details including strength, sig,
daily for 6 months quantity and refills to be selected by the ordering
clinician.
1.48 | Show where Applicant shows where in F97  The system shall provide the ability to maintain a coded | For clarification —

medication codes are
maintained in the
system (e.g. in the user
interface, database
table, etc.)

the system codes are
attached to medication list.
There is no requirement
that the codes show in the
GUI. The Applicant can
simply show their tables
where a code is associated
with each medication.

list of medications.

coding means a
unique identifier for
each medication.
This functional
requirement does not
require a national
system of coding for
medications.

January 02, 2007
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1.49 | Complete prescription | Prescription is Q Pass | O Fail | F104 The system shall provide the ability to print and
and electronically fax to | electronically faxed to the electronically fax prescriptions.
the pharmacy (CCHIT | number provided by the F 207 The system shall have the ability to provide electronic
Test Proctor will CCHIT Test Proctor. communication between prescribers and pharmacies or
provide ‘pharmacy fax other intended recipients of the medication order.
number’.

1.50 Fax the prescription for | Prescription resent to Q0 Pass | QO Fail | F105 The system shall provide the ability to re-print and re-fax
INH to the pharmacy pharmacy fax (number prescriptions.
again. provided by CCHIT Test

Proctor) without re-entry of
prescription details.

1.51 Access medication Medication instructions are O Pass | O Fail | F8  The system shall have the ability to provide access to
instructions for INH to accessible, either within medication instruc'tions, which may reside within the
provide to the patient. the system or through links system or be provided through links to external sources.

to external sources.

January 02, 2007
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1.52 | Enter prescription Medication information is Q Pass | O Fail | F23  The system shall provide the ability to record the
Vitamin B6 at 25 mg updated in EHR. End date prescribing of medications including the identity of the
daily (2 of one 50 mg | or duration is properly prescriber.
tab|et) for six months reflected. F 24 The system shall provide the ability to maintain
(enter stop date or medication ordering dates.
duration). System allows entry of a F25  The system shall provide the ability to maintain other
fractional amount of dates associated with medications including start,
medication modify, renewal and end dates as applicable.

F 90 The system shall provide the ability to create
prescription or other medication orders with sufficient
information for correct filling and administration by a
pharmacy.

F 92 The system shall provide the ability to record user and
date stamp for prescription related events, such as
initial creation, renewal, refills, discontinuation, and
cancellation of a prescription.

F 93 The system shall provide the ability to capture the
identity of the prescribing provider for all medication
orders.

F 98 The system shall provide the ability to capture comment
content for prescription details including strength, sig,
quantity and refills to be selected by the ordering
clinician.

F 111  The system shall provide the ability to prescribe
fractional amounts of medication (e.g. 1/2 tsp, 1/2
tablet).

1.53 | Print prescription for Prescription prints. Q0 Pass | O Fail | F104 The system shall provide the ability to print and
Vitamin BS. electronically fax prescriptions.
1.54 | Reprint the prescription | Prescription reprints QO Pass | QO Fail | F105 The system shall provide the ability to re-print and re-fax
for Vitamin B6. without re-entry of prescriptions.
prescription details.

January 02, 2007
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1.55 | Review current Current medications Q Pass | O Fail | F95  The system shall provide the ability to update the
medications list. display: medication history with the newly prescribed
e INH at 18 ml daily for medications.
six months
e Vitamin B6 at 25 mg
daily (' of one 50 mg
tablet) for six months
1.56 | Sign off on clinical Note is finalized (i.e. the O Pass | O Fail | F57  The system shall provide the ability to finalize a note, Date and time must
note. status of the note is i.e. change the status of the note from in progress to be system generated
“ » complete so that any subsequent changes are recorded
cr?anged tobcomplete o] as such. and recqrdﬁd
'([:haatnzrgé;stg tﬁzqu;l;r;t are F58  The system shall provide the ability to record the automatically.
identity of the user finalizing each note and the date and
recorfljetd :S Cra)nges toa time of finalization. —
completed note).
Identity of user signing off
on the note is captured,
along with date and time of
finalization.
1.57 Print current Medication list prints, and O Pass | O Fail | F31  The system shall provide the ability to print a current
medication list includes: medication list.
e INH at 18 ml daily
e Vitamin B6 at 25 mg
daily (' of one 50 mg
tablet)
1.58 | Logout as Nurse Logout successful.
Practitioner Ellen
Thompson.
1.59 | Login in as Dr. Login successful.
Alexander.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

Dr. Alexander is identified O Pass | QA Fail | F240 The system shall provide the ability to identify by name
all providers associated with a specific patient

encounter.

1.61 Open the note for this
patient encounter. as the provider who
completed the note.

(If this information is not
present in the note, the
Applicant must show
where in the system this
information resides.)
1.62 | Logout as Dr. Logout successful.
Alexander.
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Test Script Scenario #2 — Summary:

Note: ltems that remain Provisional for 2007 are highlighted in yellow.

ltems from 2006 that have been revised are highlighted in blue.
ltems that are new for 2007 are ﬂ

A 31 year old woman who is 28 weeks pregnant presents for a routine maternity visit to her Obstetrician. She was diagnosed in week 20 with Gestational Diabetes.

Test Script Scenario #2

Key Features of this scenario are:

e QObstetrical Case
¢ Disease Management
e Labs

e Preventive Health

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.1 Login as Medical Login successful, patient
Assistant and select record selected.
patient record for
Jennifer Thompson.
2.2 Record vital signs at Items are displayed. Q Pass | Q Fail | F65  The system shall provide the ability to capture patient
today’s visit: vital signs, including blood pressure, heart rate,
) respiratory rate, height, and weight, as discrete data.
e BP110/68
e Temp97.8F
e Pulse 80
e Resp 18
e Weight 162 Ibs
e Height 5’3"
2.3 Enter results of urine ltems are displayed. O Pass | O Fail | F136 The system shall provide the ability to indicate normal
dipstick: and abnormal results based on data provided from the
. Glulcose 1+ original data source.
positive F 138 The system shall provide the ability to display non-
e Protei fi numeric current and historical test results as textual
rotein negative data.
e Ketones negative
2.4 Logout as Medical Logout successful
Assistant.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.5 Login as Ob/Gyn user | Login successful; patient
and select patient record selected.
record for Jennifer
Thompson.
2.6 Review allergies. Allergies display: O Pass | O Fail | F44  The system shall provide the ability to explicitly indicate
NKDA that a patient has no known drug allergies.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.8 Update patient history: | Patient History displays O Pass | O Fail | F47  The system shall provide the ability to capture, store,

e Blood sugars have
been slightly high
in the morning,
averaging about
102 mg/dl fasting;

e She has changed
her diet since
seeing the
nutritionist; is now
on 1700 kcal/day;

e Has lost some
weight, is doing a
“pretty good” job,
is a bit confused
about counting
carbs and portion
sizes;

e Exercises by
walking the dog for
15 min 2x per day.

Display patient history.

with updates included. display, and manage patient history.

F 49 The system shall provide the ability to update a patient
history by modifying, adding, removing, or inactivating
items from the patient history as appropriate.

F 54 The system shall provide the ability to create clinical
documentation or notes (henceforth “documentation”).

F 55 The system shall provide the ability to display
documentation.

January 02, 2007
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2.9 Record data from Information added to O Pass | Q Fail | F54  The system shall provide the ability to create clinical
structured review: encounter summary. documentation or notes (henceforth “documentation”).
e Headache: no F55  The system shall provide the ability to display
e Contractions: no documentation.
e Vaginal bleeding: F 230 The system shall provide the ability to document a
no patient encounter.
e Vaginal discharge: F 231 The system shall provide the ability to document
no encounters by one or more of the following means:

e Edema: no

e Fetal movement:
active fetal
movement
appreciated

e Rupture/leaking of
membranes: no

e Adjustment/coping
/support: adjusting
well, good support
system of family
and friends.

direct keyboard entry of text; structured data entry
utilizing templates, forms, pick lists or macro
substitution; dictation with subsequent transcription of
voice to text, either manually or via voice recognition
system.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

2.11 The patient provides a | Document scanned in to O Pass | O Fail | F205 The system shall provide the ability to incorporate paper | Applicant may pre-
letter from a Dietitian | EHR. Display scanned documents from external providers into the patient scan document for
who taught at her letter. record. the inspection and
prenatal class demonstrate
recommending diabetic linking/adding that
diet counseling. Scan scanned document to
into record. the patient record

during the
demonstration.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.12 | Record the Objective Encounter is documented; Q Pass | O Fail | F54  The system shall provide the ability to create clinical
components (Data in data entered as per documentation or notes (henceforth “documentation”).
Appendix B) using one | Appendix B. F 230 The system shall provide the ability to document a
of the following means: patient encounter.
direct keyboard entry of F 231 The system shall provide the ability to document
text; structured data encounters by one or more of the following means:
entry utilizing direct keyboard entry of text; structured data entry
: utilizing templates, forms, pick lists or macro
t.e mplates, forms, pick substitution; dictation with subsequent transcription of
lists or macro voice to text, either manually or via voice recognition
substitution; dictation system.
with subsequent
transcription of voice to
text, either manually or
via voice recognition
system.
2.13 Display Problem List Problem List displays O Pass | Q Fail | F13  The system shall provide the ability to display all current
(onset date of each problems associated with a patient.
problem indicated): F14  The system shall provide the ability to maintain a history
e Pregnancy of all problems associated with a patient.
e (Gestational Diabetes F15  The system shall provide the ability to maintain the
onset date of the problem.

2.15

Access the disease
management criteria
for Gestational
Diabetes.

O Pass F 182

4d Fail The system shall provide the ability to establish criteria
for disease management, wellness, and preventive
services based on clinical data (problem list, current

medications).

Criteria for disease
management, wellness
and preventive services
related to Gestational
Diabetes display and
include recommendation
for an ultrasound.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

Record of telephone The system shall provide the ability to enter free text

Physician telephones
notes.

Endocrinologist to communication is
discuss management documented in patient F 204 The system shall provide the ability to document

of patient’s blood record. verbal/telephone communication into the patient record.
sugars and weight
gain. Endocrinologist
indicates patient should
have a follow up visit
with the dietician to
review dietary
modifications. Enter
text note regarding
telephone
conversation.
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Expected Result Actual Result Pass/Fail Criteria and Reference
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.25 Send notification to Notification sent to O Pass | O Fail | F198 The system shall provide the ability to create and assign

Reception to schedule

e follow-up
appointment in one
week,

e visit with dietician
as per conversation
with
endocrinologist.

The notification to

schedule the visit with

dietician may have
already occurred in
conjunction with the
order set above.

Reception with the

following tasks:

e to schedule
appointment in one
week

e to schedule visit with
dietician

(confirmed in step 2.31).

tasks by user or user role.

F 206 The system shall support messaging between users.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.27 Create patient specific | Patient specific materials O Pass | Q Fail | F88  The system shall provide the ability to record that
materials for this include information noted patient specific instructions or educational material were
. . . . ’ provided to the patient.
patient, to include: and print. System records
e lab order that patient specific F89  The system shall provide the ability to create patient
e follow up materials have been specific instructions.
appointment in one | provided to the patient.
week
e visit with dietician
Print instructions, give
them to the patient,
and record that
material was provided
to the patient.
2.28 | Enter diagnosis: System accepts data as Q Pass | QFail | F19  The system shall provide the ability to maintain a coded | Examples of ICD9
gestational diabetes, entered. list of problems. codes provided:
High Risk Pregnancy, F 234 The system shall have the ability to provide a list of 648.83 (gestational
NOS. Use whatever financial and administrative codes. diabetes); V23.9
coding scheme is F 235 The system shall provide the ability to select an (high risk pregnancy,
appropriate for the appropriate CPT Evaluation and Management code NOS)
system. based on data found in a clinical encounter.
Procedure (CPT):
99213 (E and M code
for managing diabetes
care and counseling),
UA (CPT) 81002.
2.29 | Associate this Encounter is associated O Pass | O Fail | F232 The system shall provide the ability to associate
encounter with with diagnosis of individual encounters with diagnoses.
diagnosis “Gestational | Gestational Diabetes.
Diabetes”
2.30 Logout as Ob/Gyn. Logout successful.

January 02, 2007
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
2.31 Login as Reception. Login successful. Q Pass | O Fail | F198 The system shall provide the ability to create and assign
Notification received to tasks by user or user role.

schedule appointment for F 206 The system shall support messaging between users.
Jennifer Thompson in one
week and to schedule visit
with dietician.
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Test Script Scenario #4 — Summary:

This scenario involves a preventive care visit for a 77 year old Veteran with multiple chronic problems including poorly controlled diabetes, hypertension,
hyperlipidemia, Gastroesophageal Reflux Disease, Degenerative Joint Disease and drug allergies. Data from this case is used for a quality improvement initiative.

Test Script Scenario #3

Key Features of this scenario are:

Disease Management

e HEDIS (HgA1C)
e Drug/Drug Interaction
e Drug Allergy
e Electronic Prescribing
e Data Collection
e Quality Improvement Reporting
Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
4.1 Login as Dr. Butler. Login successful
4.2 Look up patient record | 2 patient records found. QO Pass | QFail |F1 The system shall create a single patient record for each
by last name SMITH. e Joe Smith patient.
Select record for e Theodore S. Smith F2 The system shall associate (store and link) key identifier

Theodore Smith.

January 02, 2007

information (e.g., system ID, medical record number)
with each patient record.

Patient record for
Theodore S. Smith is
selected.
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Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Comments

4.4 Note that patient has
an advanced directive;
the type of advanced
directive is a living will.
Scan living will into
EHR.

January 02, 2007

EHR reflects the presence
of an advanced directive,
indicates that the type of
advanced directive is a
living will, and document is
saved as a scanned
image.

Q Pass | Q Fail

F 78 The system shall provide the ability to save scanned
documents as images.

F 152 The system shall provide the ability to indicate that a
patient has completed advanced directive(s).

Copyright © 2007 Certification Commission for Healthcare Information Technology

Applicant may pre-
scan the
documentation
before the
demonstration and
show how to link that
scanned document to
the patient record
during the
demonstration.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

4.1 Review patient’s Allergies display: O Pass | O Fail | F38  The system shall provide the ability to capture and store
allergies e Penicillin lists of medications and other agents to which the

atient has had an allergic or other adverse reaction.
e Sulfa drugs P 9
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4.12 | Add history of tobacco | Problem list displays: 0 Pass | L Fail | F13  The system shall provide the ability to display all current | For example, ICD-9
abuse to problem list e Positive for type 2 problems associated with a patient. CM code V15.82
Review problem list diabetes, elevated F14  The system shall provide the ability to maintain a history
including current and cholesterol, of all problems associated with a patient.
inactive/resolved hypertension, GERD, F17  The system shall provide the ability to record the user
problems. BPH, Hypothyroidism, ID and date of all updates to the problem list.
and arthritis F19  The system shall provide the ability to maintain a coded
e He has had an list of problems.
appendectomy, a F20  The system shall provide the ability to display inactive

January 02, 2007

cholecystectomy, a
TURP, and a left
cataract extraction

Tobacco abuse is added to
problem list along with
appropriate coding.
System records user ID
and date of this update to
the problem list.

and/or unresolved problems.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

In the Problem List, System provides the ability F16  The system shall provide the ability to record the
denote “hypertension’ | to record the chronicity of Chrgrlcﬂy (chronic, acute/self-limiting, etc.) of a
as “chronic”. the problem. problem.
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4.22 | View active medication | All active medications Q Pass | QO Fail | F22  The system shall provide the ability to create and Clarification —
profile. display: maintain medication lists. F 22 & F 28:
e Lipitor 20 mg a day F27  The system shall provide the ability to capture Medication lists must
e Zantac 150 mg a day medications entered by authorized users other than the | pe data lists and not
e Actos 30 mg once prescriber. free text.
daily F28  The system shall provide the ability to enter non-
. prescription medications, including over the counter and
* Synthroid 0.112mg a complementary medications such as vitamins, herbs
day and supplements.
e Glucosamine . - .
e F 32  The system shall provide the ability to display current
chondroitin 4 . Y ey

Conduct follow up
actions related to
problem list:

Diabetes —

January 02, 2007

Saw palmetto
Lisinopril 10 mg a day
Aleve

Tums 750 mg several
times a da

medications only.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
4.25 | Increase Actos to 45 Prescription renewal is O Pass | QFail | F90  The system shall provide the ability to create

mg p.o. once daily #90 | allowed. Dose is changed prescription or other medication orders with sufficient
e : ’ information for correct filling and administration by a

refill x 3 Prescription is associated pharmacy.

with problem Diabetes. , "
F 95 The system shall provide the ability to update the

medication history with the newly prescribed
medications.

F 117 The system shall provide the ability to associate a
diagnosis with a prescription.
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4.29 Refer patient to Summary generated that O Pass | Q Fail | F53  The system shall provide the ability to create and
diabetic classes: includes: display a summary list for each patient that includes, at
G ’ ) . a minimum, the active problem list, current medication
the?grzslltedsummetl)rly * Problem list list, medication allergies and adverse reactions.
at Includes probliem i i i
list medicatioel list * Medlc.atlon list F 225 The system shall provide the ability to generate
o ’ * Allergies list. hardcopy or electronic output of part or all of the
allergies and adverse | Summary is displayed and individual patient's record.
(?aCtlonZ' int then printed. F 228 The system shall provide the ability to create hardcopy
Iew and prin and electronic report summary information (procedures,
summary. medications, labs, immunizations, allergies, and vital
signs).
Hypertension

4.31

Patient’s hypertension
is not well controlled.
He has been taking an
NSAID that may have
contributed to this. He
will stop the Aleve.
Enter medications list
and discontinue Aleve.

Q Pass F29

4 Fail The system shall provide the ability to exclude a
medication from the current medication list (e.g. marked
inactive, erroneous, completed, discontinued) and

document reason for such action.

Medication list reflects that
Aleve is discontinued.

Inactive medications
must display in a
medication list -
either in a medication
history of all
medications (active
and inactive) orin a
separate list of
inactive medications.
It is not required that
current medications
and past medications
display on the same
screen.

January 02, 2007
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4.33 | Hypothyroidism — System checks for drug- 0 Pass | O Fail | F28  The system shall provide the ability to enter non- Any form of
e Renew Synthroid. drug and drug-allergy prescription medications, including over the counter and notification, message

. . . complementary medications such as vitamins, herbs o
interactions. Interaction and supplements. or color coding is

with Tums displays. , . , acceptable; pop up
F 103 The system shall provide the ability to reorder a prior PP TTR
At ; , notification is not
prescription without re-entering previous data (e.g. .
administration schedule, quantity). required.

F 160 The system shall provide the ability to check for ;
potential interactions between medications to be NOTE,‘ E_ntry of non-
prescribed and current medications and alert the user at pres?"'p.tlon
the time of medication ordering if potential interactions medications as per F

exist. 28 is important for

F 161 The system shall provide the ability to check for interaction checking,
potential interactions between medications to be associating
prescribed and medication allergies and intolerances symptoms with

listed in the record and alert the user at the time of
medication ordering if potential interaction exist.

supplements.

4.35 | Set the severity level at | Severity level can be set. 4 Pass | U Fail The system shall provide the ability to set the severity
which this drug level at which drug interaction warnings should be
) ; . isplayed.
interaction warning is CIEREE
displayed.
4.36 Proceed with renewal Prescription is renewed. O Pass | QO Fail | F162 The system shall provide the ability to prescribe a
of Synthroid. medication despite alerts for interactions and/or

allergies being present.
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4.37 | View active medication | All active medications O Pass | Q Fail | F22  The system shall provide the ability to create and
profile display: maintain medication lists.
° LipitOI’ 20mg a day F 27 The system shall provide the ability to capture
e Zantac 150 mg a day medications entered by authorized users other than the
prescriber.
e Actos 45 mg p.o. once
daily #90 refill x3 — F28  The system shall provide the ability to enter non-
renewed toda prescription medications, including over the counter and
- y complementary medications such as vitamins, herbs
b Synthr0|d 0.112 mg a and supplements.
day — re”e,""ed today F 32 The system shall provide the ability to display current
° Glucosa_m'ne medications only.
chondroitin
e Saw palmetto
e Lisinopril 10 mg a day
e Tums 750 mg several
times a day
e Diabetes wonder drug
Aleve does not display.
4.38 | Save the note in System allows the note to 0 Pass | O Fail | F56  The system shall provide the ability to save a note in
progress as a draft. be saved in progress prior progress prior to finalizing the note.
to finalizing the note.
4.39 DJD Knees — Added to problem list. O Pass | A Fail | F13  The system shall provide the ability to display all current
e Add “bilateral DJD | Problem list entry must problems associated with a patient.
(knees)” to capture concept of F14  The system shall provide the ability to maintain a history
problem list “osteoarthritis of the of all problems associated with a patient.
knees” in some way. F17  The system shall provide the ability to record the user
ID and date of all updates to the problem list.
4.40 e Order x-ray of X-ray is ordered. ldentity O Pass | 4 Fail | F122 The system shall provide the ability to order diagnostic
knees of ordering provider is tests, including labs and imaging studies.
captured. Order entr F 124 The system shall provide the ability to capture the
p y
details are captured. identity of the ordering provider for all test orders.
Instructions and/or F 126 The system shall provide the ability to capture
prompts are displayed. appropriate order entry detail, including associated
diagnosis.
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Review patient’s
medication history
profile.

All medications display
(active and inactive):
e Lipitor 20 mg a day
e Zantac 150 mg tablet
a day
e Actos 45 mg p.o. once
daily #90 refill x3 —
renewed today
e Synthroid 0.112 mg a
day — renewed today
e Glucosamine
chondroitin
e Saw palmetto
e Lisinopril 10 mg a day
e Tums 750 mg several
times a day
e Diabetes wonder drug
e Aleve (discontinued)

O Pass

Q Fail

F 22

F24

F 25

F 26

F 27

F 28

F 29

F 95

The system shall provide the ability to create and
maintain medication lists.

The system shall provide the ability to maintain
medication ordering dates.

The system shall provide the ability to maintain other
dates associated with medications including start,
modify, renewal and end dates as applicable.

The system shall provide the ability to display
medication history for the patient.

The system shall provide the ability to capture
medications entered by authorized users other than the
prescriber.

The system shall provide the ability to enter non-
prescription medications, including over the counter and
complementary medications such as vitamins, herbs
and supplements.

The system shall provide the ability to exclude a
medication from the current medication list (e.g.,
marked inactive, erroneous, completed, discontinued)
and document reason for such action.

The system shall provide the ability to update the
medication history with the newly prescribed
medications.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

Inactive medications
must display in a
medication list -
either in a medication
history of all
medications (active
and inactive) or in a
separate list of
inactive medications.
It is not required that
current medications
and past medications
display on the same
screen.

Medication history
includes all
medications written
by the physician in
the EMR system
including prescription
and non prescription
drugs.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
4.43 Review problem list Problem list displays: O Pass | O Fail | F13  The system shall provide the ability to display all current
e Positive for type 2 problems associated with a patient.
diabetes, elevated F 14  The system shall provide the ability to maintain a history
cholesterol of all problems associated with a patient.
hypertension, GERD, F17  The system shall provide the ability to record the user
BPH, Hypothyroidism, ID and date of all updates to the problem list.
and arthritis F19  The system shall provide the ability to maintain a coded
e He has had an list of problems.
appendectomy, a F20  The system shall provide the ability to display inactive
cholecystectomy, a and/or unresolved problems.
TURP, and a left
cataract extraction
e History of tobacco
use, with appropriate
coding
e Bilateral DJD (knees)
— added today
4.44 | Complete and sign off | Note is retrieved from O Pass | QFail | F57  The system shall provide the ability to finalize a note, Date and time must
note. Print a copy for | “draft” status, updates to l.e. change the status of the note from in progress to be system generated
. complete so that any subsequent changes are recorded
the patient. note are captured, and as such. and recorded
note accepts sign off. Fes  Th hall do the abil dih automatically.
System captures identity of The system shall provide the ability to record the
. identity of the user finalizing each note and the date and
’;.he ltljse'f and date/time of time of finalization.
inalization.
F 217 The system shall provide the ability to generate reports
consisting of all or part of an individual patient’s medical
record (e.g. patient summary).
F 225 The system shall provide the ability to generate
hardcopy or electronic output of part or all of the
individual patient’s record.
4.45 | Logout as Dr. Butler. Logout successful.
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In a continuation of scenario 4, we are now dealing with the follow up actions to the visit with the primary care physician.

Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Comments

4.46

4.48

Login as Dr. Butler.

Select record for
Theodore S. Smith.

Login successful.

Record selected.

Q Pass | Q Fail

4.49

Receive x-ray report.
Link results to original
order (order in step
4.40). Enter results
into EHR. Review x-
ray report:

e Knee x-rays show
severe arthritis
with total loss of
joint space on the
left.

Acknowledge result of
x-ray report.

Results entered into EHR,;
X-ray report is displayed.

Results are linked to the
original order.

System allows user to
acknowledge result.

Q Pass | Q Fail

F 76 The system shall provide the ability to capture and store
external documents.

F 79 The system shall provide the ability to receive, store in
the patient’s record, and display text-based outside
reports.

F 138 The system shall provide the ability to display non-
numeric current and historical test results as textual

data.

F

F 205 The system shall provide the ability to incorporate paper
documents from external providers into the patient
record.

The system shall provide the ability for a user to whom
a result is presented to acknowledge the result.

Note that any
mechanism for
capturing the report
is acceptable: OCR,
PDF, image file of
report, etc.

Linking could be
accomplished by
changing the status
of the order from
‘pending’ to
‘completed’.
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4.52 | Patient is to be referred | Note accepts the additional Q Pass | O Fail | F60  The system shall provide the ability to addend and/or Date and time must
to Orthopedics. information. correct notes that have been finalized. be system generated
Append the last Identity of user who F61  The system shall provide the ability to record and and recorded
progress note (see addended the note, along display the identity of the user who addended or automatically.
procedure 4_44) to with date and time of corrected a note, as well as other attributes of the
addenda or correction, such as the date and time of the
document that the x- change are recorded and change.
ray was abnormal and | displayed.
that the patient was
referred to Ortho.
454 | Patient wants to defer | Medication administration U Pass | O Fail | F54  The system shall provide the ability to create clinical Free text
visit to Orthopedics is documented. Clinical documentation or notes (henceforth “documentation”). | gocumentation is
until after vacation. documentation is available F55  The system shall provide the ability to display acceptable
e Physician injects | for viewing. documentation. (structured data is
the knee with a F 173 The system shall provide the ability to document not required).
mixture of medication administration.
Celestone and
Marcaine
e Document
medication
administration
View clinical
documentation created.
455 | Logout as Dr. Butler Logout successful.
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4.59 | Login as Dr. Butler. Login successful. Patient
Select patient record record selected.
for Theodore S. Smith.
4.60 Record history: History updated with O Pass | O Fail | F54  The system shall provide the ability to create clinical Any form of
e The patient called | patient-provided documentation or notes (henceforth “documentation”). notification, message
to report that he information. F55  The system shall provide the ability to display or color coding is
was bitten by a System alerts to a cross documentation. acceptable; pop up
mosquito on the allergy with penicillin. F92  The system shall provide the ability to record user and | notification is not
same Ieg just date stamp for prescription related events, such as required_
below the knee initial creation, renewal, refills, discontinuation, and
that was injected cancellation of a prescription.
e The knee F 98 The system shall provide the ability to capture comment
devel d pain content for prescription details including strength, sig,
© e oped pa quantity and refills to be selected by the ordering
and increased clinician.
swelllngdand thkere F 160 The system shall provide the ability to check for
Were_ red streaks potential interactions between medications to be
running up and prescribed and current medications and alert the user at
down the leg from the time of medication ordering if potential interactions
the site of the bite. exist.
Create a prescription F 161 The system shall provide the ability to check for
for Ceftin, 500 mg by potential interactions between medications to be
mouth twice daily for 7 prescribed and medication allergies and intolerances
d #14 fill listed in the record and alert the user at the time of
ays no reniis. medication ordering if potential interaction exist.
4.61 Override the warning System allows override of O Pass | O Fail | F162 The system shall provide the ability to prescribe a
described in step 4.60 warning in step 4.60 medication despite alerts for interactions and/or
o T allergies being present.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments

Complete the Prescription is created. The system shall provide the ability to create
prescription. prescription or other medication orders with sufficient

information for correct filling and administration by a
pharmacy.

System provides the ability O Pass | O Fail | F63  The system shall provide the ability to filter, search or
order notes by the provider who finalized the note.

4.65 Review encounter
notes; filter, search or to filter, search or order
order by provider. notes by the provider who
finalized the note. (Notes
for this patient include
visits with Dr. Butler and
with Dr. Jones.

4.67 | Logout as Dr. Butler. Logout successful.
4.68 | Login as Office Login successful.
Manager.
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4.69 | The physician is Report displays, includes Q Pass | O Fail | F216 The system shall provide the ability to generate reports
enrolled in a quality Jennifer Thompson and of clinical and administrative data using either internal
improvement initiative | Theodore Smith, indicates or external reporting tools.
and has been patient name, age, gender —
collecting data for and test result as
submission on the requested. F 257 The system shall provide the ability to export (extract)
quality measures Format of the output pre-defined set(s) of data out of the system.
pertaining to diabetes. | determined by the
Create a report that Applicant (e.g. printed
captures all patients report, HL7 message,
with a diagnosis of delimited file, etc.).
diabetes or gestational
diabetes, including
age, gender, and last
HgAic.
4.70 | Access patient record | System provides facility to U Pass | LU Fail |F6  The system shall provide a field which will identify
for Jennifer Thompson; | mark patient “exempt.” patients as being exempt from reporting functions.
mark this patient
“exempt from reporting
functions.”
4.71 Run report (asin step | Report displays, includes O Pass | O Fail |[F6 The system shall provide a field which will identify
4.69) again. Theodore Smith. patients as being exempt from reporting functions.
F 216 The system shall provide the ability to generate reports
of clinical and administrative data using either internal
or external reporting tools.
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4.81 Logout as Office Logout successful.
Manager.
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This scenario will test security functions and security administration of the system. The “system” is defined as all of the components necessary to provide the clinical
functionality tested in the clinical scenarios, as described in the Application for Certification. This system consists of all necessary network nodes, all platform
components delivered by the Applicant, and all the Applicant components (e.g. documentation) included with the system.

Test Script Scenario #5 — Security

Test Script Assumptions

Protecting the Privacy of Health Information

This test will verify that the product being tested

meets basic security and reliability requirements as

listed in applicable CCHIT criteria that:

¢ Adhere to Privacy and Security Best Practices;

e Can be tested as part of clinical or administrative
process scenarios; and

e Are readily measurable or observable.

In relation to defining the scope of the system to be tested, Applicants may assign certain functionality to a third party (e.g.

when security and operating functions are handled by the operating system, a third party component, tool or service).

Where a function is indicated as “assignable”, Applicants can indicate they are assigning. In this case, they must provide

related materials for self-attestation.

e For example, for backup and restore: Applicants that use a third party database utility could assign backup
functionality and provide related documentation for self-attestation.

This test scenario starts with a pre-existing “security administrative” user. This user needs to have all permissions

necessary to carry out security administrative tasks and has no rights to access clinical data. This does not imply that a

product couldn’t provide a more complex security administrative permissions system.

This scenario requires the creation of one Clinical User. The Applicant can choose the name for this Clinical User.

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
5.1 Generate a backup copy | A full backup is created. Q Pass | O Fail | R1 The system shall be able to generate a Step 5.1 should only
of the application data, If R1 is assigned, see step backup copy of the application data, be demonstrated
security credentials and | 7.1. security credentials, and log/audt files. v when the product

log/audit files.

includes a backup
function (i.e. when R
1 is NOT assigned).
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5.2 If the system claims to be | Backup runs concurrently Q Pass | O Fail |R3 If the system claims to be available Step 5.2 should only
available 24x7, verify that | with the application. 24x7 then the system shall have ability be demonstrated
1 . ) to run a backup concurrently with the
the system has the ability | If R3 is assigned, see step operation of the application. when the product
to run a backup 7.2. Y includes a backup
concurrently with the When R1 is function (as required
operation of the assigned in R1). Applicants
application. " | that do not claim to
have a system
available 24x7 may
skip this step.
5.3 Restore whole system Restoration results in a O Pass | QFail | R2  The system restore functionality shall Step 5.3 should only
from backup. fully operational and ;?:tu;t '?ﬁ;“!lﬁépfﬁiﬂ'?Qghirédtﬁeecu'e be demonstrated
secure state, .including restoration of the application data, when the product
restoration of: security credentials, and log/audit files Y includes a backup
e Application data to their previous state. When R1 is | function (as required
e Security credentials assigned. | in R1).
e Log/audit files
If R2 is assigned, see step
7.3.
5.4 Shutdown the System starts and/or 0 Pass | O Fail | R13  The system shall include documented Inspector will
application. Using the connects as per procedures for product installation, validate that the
“start up, installation documentation provided. start up and/or connection. documented start up
and/or connection R9  The system shall include procedures provided
procedures” provided by ﬁ223’;‘;?;agf,?fi‘rﬂfiﬁaﬁsﬁ,@bﬁyssi';?teps in Step 6.21 (R 13)
the Applicant (self- installation was properly completed are used for this
attestation) start and/or and that the system is operational. N step and work as

connect the system.

described.

Establish User
Accounts
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5.5 Login as Security Login successful
Administrator.
5.6 Access the directory of System maintains a QO Pass | O Fail | F210 The system shall provide the ability to
users directory of all clinical maintain a directory of all clinical N
’ personnel who currently use or access
personnel who use or the system.
access the system.
5.7 Review user attributes System maintains a QO Pass | O Fail | F212 The system shall provide the ability to
required to determine the | directory that stores the g“ttar'ighatg‘sigg;‘;;%ri’ggztt::‘gﬁlse‘:ﬁgr \
system security level to attributes. system security level fo be granted fo
be granted to each user. each user.
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5.10 | Access the directory of Directory of clinical Q Pass | O Fail | F213 The system shall allow authorized
users. personnel is as in users to update the directory.
procedure 5.6 above, and N
updated with addition of
user created in procedure
5.8.
5.11 | Show identifiers required | At a minimum, the system QO Pass | Q Fail | F211  The system shall provide the ability to Note — if Applicant
for licensed clinicians to | shall maintain a directory maintain a directory which contains cannot show this
t th ti f f stat dical li identifiers required for licensed inf ti th
support the practice o of state medical license, clinicians to support the practice of N information, they
medicine. DEA, NPl and UPIN medicine including at a minimum state may self-attest to it
number. medical license, DEA, NPI, and UPIN by providing a table
number. of the directory.

Set password strength
rules to require 8
characters minimum.

Password strength rules
are set to 8 characters
minimum.

If S13 is assigned, see
step 7.5.

When passwords are used, the system
shall support password strength rules
that allow for minimum number of
characters, and inclusion of alpha-
numeric complexity.
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Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Assignable

Comments

5.14

Set authentication failure
lockout parameters to 3.

Authentication failure
lockout value set to 3 (for
purposes of this test).

If S15 is assigned, see
step 7.6.

Q Pass | Q Fail

S15

The system shall enforce a limit of
(configurable) consecutive invalid
access attempts by a user. The system
shall protect against further, possibly
malicious, user authentication attempts
using an appropriate mechanism (e.g.
locks the account/node until released
by an administrator, locks the
account/node for a configurable time
period, or delays the next login prompt
according to a configurable delay
algorithm).

Test access controls

5.15

Access patient records

Access denied

Q Pass | Q Fail

S1

S3

The system shall enforce the most
restrictive set of rights/privileges or
accesses needed by users/groups
(e.g. System Administration, Clerical,
Nurse, Doctor, etc.), or processes
acting on behalf of users, for the
performance of specified tasks.

The system must be able to associate
permissions with a user using one or
more of the following access controls:
1) user-based (access rights assigned
to each user); 2) role-based (users are
grouped and access rights assigned to
these groups); or 3) context-based
(role-based with additional access
rights assigned or restricted based on
the context of the transaction such as
time-of-day, workstation-location,
emergency-mode, etc.)
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Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Assignable

Comments

5.16

Access security audit
trails.

Access provided

Q Pass | Q Fail

S1

S3

S9

The system shall enforce the most
restrictive set of rights/privileges or
accesses needed by users/groups
(e.g. System Administration, Clerical,
Nurse, Doctor, etc.), or processes
acting on behalf of users, for the
performance of specified tasks.

The system must be able to associate
permissions with a user using one or
more of the following access controls:
1) user-based (access rights assigned
to each user); 2) role-based (users are
grouped and access rights assigned to
these groups); or 3) context-based
(role-based with additional access
rights assigned or restricted based on
the context of the transaction such as
time-of-day, workstation-location,
emergency-mode, etc.)

The system shall prohibit all users read
access to the audit records, except
those users that have been granted
explicit read-access. The system shall
protect the stored audit records from
unauthorized deletion.

The system shall be able to prevent
modifications to the audit records.

5.17

Logout as Security
Administrator.

Logout successful

5.18

Login as Clinical User

Enter password with
wrong case.

created in this scenario.

Login denied.
If S20 is assigned, see
step 7.7.

Q Pass | Q Fail

S 20

When passwords are used, the system
shall support case sensitive passwords
that contain typeable alpha and
numeric characters in support of ISO-
646/ECMA-6 (aka US ASCII).
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reminder about Caps Lock
is acceptable.

If S17 is assigned, see
step 7.8.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
5.19 | Verify that the login User should be aware that Q Pass | O Fail | S17  The system shall provide only limited
failure result given to the | authentication failed, but feedback information to the user during
; ; the authentication.
user does not include receive no further
any hints as to the information (e.g. doesn’t
reason for the failure. state the reason by
advising incorrect user ID,
incorrect password, Y
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
5.20 | Login as Clinical User Login successful. QPass | QFail |S2 The system shall provide the ability for
created in this scenario | If S12 is assigned, see authorized adminisirators to assign
using the correct step 7.9 restnc;tlons or privileges to
e . users/groups.
username and password. | If S20 is assigned, see ,
step 7.7 S3 The system must be able to associate
e permissions with a user using one or
i more of the following access controls:
In any case, this step must 1) user-based (access rights assigned
be demonstrated to to each user); 2) role-pased (ugers are
gvaluate compliance with these aroups): or 3 comtoxbased
S2 and S3 eyen if S12 and (role-based wi!th additional access N-S2
S20 are assigned. rights assigned or restricted based on N - S3
the context of the transaction such as
time-of-day, workstation-location, Y—-S812
emergency-mode, etc.) Y - S20
S 12  The system shall authenticate the user
before any access to Protected
Resources (e.g. PHI) is allowed
including when not connected to a
network e.g. mobile devices.
S20  When passwords are used, the system
shall support case sensitive passwords
that contain typeable alpha and
numeric characters in support of ISO-
646/ECMA-6 (aka US ASCII).
5.21 | Verify that the login Password was not O Pass | O Fail | S26  When passwords are used, the system
procedure did not show | displayed during entry. 2231” ”é’;t‘;'fe%ay passwords while
the password in readable | If S26 is assigned, see 9 ' v
form. step 7.10. S17 ]:I'h%gys}(emfshalltprO\/tid?honly Iim(ijteql
; ; eedback information to the user during
gt?g 77 Ig assigned, see the authentication.
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Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Assignable

Comments

5.22

Access security audit
trails.

Access denied

Q Pass | Q Fail

S1

S3

S9

The system shall enforce the most
restrictive set of rights/privileges or
accesses needed by users/groups
(e.g. System Administration, Clerical,
Nurse, Doctor, etc.), or processes
acting on behalf of users, for the
performance of specified tasks.

The system must be able to associate
permissions with a user using one or
more of the following access controls:
1) user-based (access rights assigned
to each user); 2) role-based (users are
grouped and access rights assigned to
these groups); or 3) context-based
(role-based with additional access
rights assigned or restricted based on
the context of the transaction such as
time-of-day, workstation-location,
emergency-mode, etc.)

The system shall prohibit all users read
access to the audit records, except
those users that have been granted
explicit read-access. The system shall
protect the stored audit records from
unauthorized deletion.

The system shall be able to prevent
modifications to the audit records.

5.23

Logout as Clinical User.

Logout successful
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Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Assignable

Comments

5.24

Login as Clinical User

created in this scenario;

use different case in
username.

Login successful.

If S12 is assigned, see
step 7.9.

If S18 is assigned, see
step 7.11.

If S20 is assigned, see
step 7.7.

Q Pass | Q Fail

S12

S18

S20

The system shall authenticate the user
before any access to Protected
Resources (e.g. PHI) is allowed
including when not connected to a
network e.g. mobile devices.

The system shall support case
insensitive usernames that contain
typeable alpha and numeric characters
in support of ISO-646/ECMA-6 (aka
US ASCII).

When passwords are used, the system
shall support case sensitive passwords
that contain typeable alpha and
numeric characters in support of ISO-
646/ECMA-6 (aka US ASCII).

It is acceptable to
select a user ID from
a pull-down menu
versus entering a
user ID provided the
pull-down menu has
the same username
with a different case.

5.25

Access patient record for

Jennifer Thompson.

Access successful.

Q Pass | Q Fail

S1

S3

The system shall enforce the most
restrictive set of rights/privileges or
accesses needed by users/groups
(e.g. System Administration, Clerical,
Nurse, Doctor, etc.), or processes
acting on behalf of users, for the
performance of specified tasks.

The system must be able to associate
permissions with a user using one or
more of the following access controls:
1) user-based (access rights assigned
to each user); 2) role-based (users are
grouped and access rights assigned to
these groups); or 3) context-based
(role-based with additional access
rights assigned or restricted based on
the context of the transaction such as
time-of-day, workstation-location,
emergency-mode, etc.)

Test authentication system
Have the Security Administrator set session inactivity to 1 minute and then change it immediately following the next step to test S 14,
and then resume normal operation so the test script is not interrupted by session inactivity timeouts.
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Procedure | Expected Result | Actual Result | Pass/Fail | Criteria and Reference Assignable Comments
5.26 | Allow session inactivity to | Session lockout activated. U Pass | Q Fail | S14  The system upon detection of
exceed 1 minute. Attempt | Access denied. '“ha“i}""ty el o '"LeracT"’e.sess"(’j”
. . . sha prevent urther viewing an
to access patient record for | If S14 is assigned, see access to the system by that session
Jennifer Thompson. step 7.12. by terminating the session, or by
initiating a session lock that remains Y
in effect until the user reestablishes
access using appropriate
identification and authentication
procedures. The inactivity timeout
shall be configurable.
5.27 | Re-authenticate into Authentication is required QO Pass | Q Fail | S12  The system shall authenticate the
session. Attempt to before access to patient ‘ésezrotl’ﬁé‘;;e (2”3’ ?:Cﬁﬁsiz ?”fvff:gmed
access patient record for record_ls aIIo_wed. including when not connected to a
Jennifer Thompson. If S12 is assigned, see network e.g. mobile devices.
step 7'.9' . S 14  The system upon detection of
If S14 is assigned, see inactivity of an interactive session
step 7.12. shall prevent further viewing and %
access to the system by that session
by terminating the session, or by
initiating a session lock that remains
in effect until the user reestablishes
access using appropriate
identification and authentication
procedures. The inactivity timeout
shall be configurable.
5.28 | Prior to this step, have the | User cannot change QO Pass | Q Fail | S19  When passwords are used, the
Security Administrator set | password because of pesn ;:‘:r']'ga;'?r‘:‘; iarr;:‘s‘g\:fo’;gcated
the password strength enforcement of password consistent with password strength
requirement to disallow strength rules as rules (S13). Y
passwords with only documented.
letters. If S19 is assigned, see
Change password to one step 7.13.
with all letters.
5.29 | Logout as Clinical User. Logout successful.

January 02, 2007

Copyright © 2007 Certification Commission for Healthcare Information Technology

Page 65 of 101




CCHIT

Certification Commission

for Healthcare

Information Technology

Note: ltems that remain Provisional for 2007 are highlighted in yellow.
ltems from 2006 that have been
ltems that are new for 2007 are

revised are hii;hli?hted in blue.

Procedure

Expected Result

| Actual Result |

Pass/Fail

Criteria and Reference

Assignable

Comments

5.30

Login as Clinical User;
use an invalid password.
Attempt to login in with
invalid password 3 times.

Login denied 3 times.
If S15 is assigned, see
step 7.6.

O Pass

4 Fail

S15

The system shall enforce a limit of
(configurable) consecutive invalid
access attempts by a user. The
system shall protect against further,
possibly malicious, user
authentication attempts using an
appropriate mechanism (e.g. locks
the account/node until released by
an administrator, locks the
account/node for a configurable time
period, or delays the next login
prompt according to a configurable
delay algorithm).

5.31

Login as Clinical User;
use the valid password

Login denied (due to
previous invalid attempts
at limit).

If S15 is assigned, see
step 7.6.

O Pass

4 Fail

S15

The system shall enforce a limit of
(configurable) consecutive invalid
access attempts by a user. The
system shall protect against further,
possibly malicious, user
authentication attempts using an
appropriate mechanism (e.g. locks
the account/node until released by
an administrator, locks the
account/node for a configurable time
period, or delays the next login
prompt according to a configurable
delay algorithm).

5.32

Login as Security
Administrator
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Procedure

Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Assignable

Comments

5.34 | Logout as Security
Administrator
5.35 | Login as Clinical User. Login denied.
5.36 | Verify that the login failure | User should be aware that 4 Pass | Q4 Fall
result does not include any | authentication failed, but
hints as to the reason for receive no further
the failure. information (e.g. doesn’t
advise user privileges are N
removed, suspended, or
terminated, etc.) S17  The system shall provide limited
feedback information to the user
during the authentication
5.37 | Login as Security Login successful.
Administrator.
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Expected Result Actual Result Pass/Fail Criteria and Reference

Administrator.

Access control testlng

Logln as Security Logln successful
Administrator.
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5.48

Review the audit trail for
scenario 5. The following
event must have been
reported:

Audit trail viewable.
If S7 is assigned, see step
7.14.

O Pass

Q Fail

S7

The system shall provide authorized
administrators with the capability to
read all audit information from the
audit records in one of the following
two ways: 1) The system shall
provide the audit records in a
manner suitable for the user to
interpret the information. The
system shall provide the capability to
generate reports based on ranges of
system date and time that audit
records were collected. 2) The

system shall be able to export logs
into text format
based on time

(e.g., UTC synchronization).
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component, or the IP
address of the client
device initiating the
event or, if the event
originated on the
server, the IP address
of the server)

e Type of event

id, user id)
e The outcome

5.52

Logout Security
Administrator.

Subject identity (patient

Logout successful.
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Procedure Expected Result | Actual Result | Pass/Fail | Criteria and Reference Assignable Comments
5.50 | For all audit events Audit log for all the audited O Pass | QFail | S6  The system shall record within each
recorded in Appendix D events requested in al:]d't record ”?Ie k‘;f"_o‘q"”g '”for”:ja“on
that were recorded as an | Appendix D contains the e ovaa '(aé)( t%e it)enfgonem
Proctor throughout software component, hardware
Scenarios 1-5, verify the component) where the event
audit log contains the occurred; (3) type of event
following inf tion: (including: data description and
oflowing in Orma lon: patient identifier when relevant); (4)
¢ Date and time of event subiject identity (e.g. user identity);
¢ Where the event and (5) the outcome (success or
occurred (e.g. software failure) of the event.
component, hardware N
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Summary:

Scenarios #6 and #7 will outline documentation requirements and any other items to which the Applicant will “self-attest” that it meets the CCHIT certification criteria.

Test Script Scenario #6 and #7 — Self-Attestation

Documentation Review

For all procedural items in this test script Scenario #6 and #7, the Applicant will provide the following self attestation information: 1) clear identification of the functions assigned to a
third party (where assignable); 2) a statement explaining how the product complies with the criteria; and 3) supporting documentation as evidence of the product’s compliance.
CCHIT provides a Self Attestation Submission Form that Applicants must use to submit self attestation materials to CCHIT.

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments

6.1 Functionality requires Applicant provides 0 Pass | U Fail | F261 The system shall provide the ability for

that the EHR system | documentation confirming multiple users to interact concurrently

. . . with the EHR application.

supports multiple the system provides: . -

concurrent users e The ability for muItipIe F 262 The system shall proylde the ability for

through application, OS users to interact ngr:fZL;S::Zégrﬂm“'ta”ec’“s'y

and database. Ask the concurrently with the '

Applicant to provide EHR application; F 263 The system shall provide the ability for

documentation . ’ concurrent users to view the same

e * The ability for clinical documentation or template.
confirming that ; concurrent users to F 264 The system shall provide record level
concurrent use is simultaneously view y provi v N

supported.

the same record;

The ability for
concurrent users to
view the same clinical
documentation or
template; and

Record level protection
to maintain the integrity
of clinical data.

protection to maintain the integrity of
clinical data.
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6.2 Ask the Applicant to Applicant provides Q Pass | O Fail | F114 The system shall provide the ability to
provide documentation | documentation. update drug interaction databases.
describing how the N
system will provide the
ability to update drug
interaction databases.
6.3 Ask the Applicant to Applicant provides 0 Pass | QO Fail | F183 The system shall provide the ability to
provide documentation | documentation. Up%atl? d'Seafje manqgergen:(
describing the system’s | The system should support el associated reference
ability to update some mechanism to update '
disease management | guidelines (whether through
guidelines and links to literature or other N
associated reference online resources, vendor-
material. provided information, built-
in rules, etc.). These
updates can be managed
by either the vendor or the
user.
6.4 Ask the Applicant to Applicant provides Q Pass | O Fail | F184 The system shall provide the ability to
provide documentation | documentation. update preventative services/wellness
describing the system’s %u;?:']ilgles and associated reference
ability to update ' N
preventive service /
wellness guidelines
and associated
reference material.
6.5 Ask the Applicant to Applicant provides O Pass | QO Fail | F185 The system shall provide the ability to
provide documentation | documentation. override guidelines.
describing the system’s
ability to override N
guidelines.
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6.7 Ask the Applicant to Applicant provides Q Pass | O Fail The system shall provide the ability to
provide documentation | documentation. S?oailécfvgr'éslfeoioﬁaézﬁgfsgh° are due
:ke)ﬁl(t: ;I?(I)ngrz)h deuzéséel?;;s management, preventive, or wellness
services.
of patients who are due N
or overdue for disease
management,
preventive, or wellness
services.
6.8 Ask the Applicant to Applicant provides QO Pass | O Fail | F194 The system shall provide the ability to
provide documentation | documentation. modify the guidelines that trigger the
describing how the reminders.
system provides the N
ability to modify the
guidelines that trigger
reminders.
6.9 Ask the Applicant to Applicant provides O Pass | O Fail | F116 System shall provide the ability to allow
provide documentation | documentation. the user to configure prescriptions to
that describes how |n00fporate.f!xed. text according to the
user’s specifications and to customize N
users can the printed output of the prescription.
customize/edit the
prescription template.
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Procedure

Expected Result Pass/Fail Criteria and Reference Assignable Comments

6.11 Ask the Applicant to Applicant provides Q Pass | Q Fall The system shall have the ability to
provide documentation | documentation. ﬁ]rgxf;eﬁ‘;ﬁ’ﬁrg gﬁ?;gﬁi:rfvith
that the system The disclosure i
supports disclosure documentation or report FIPAA and applicable fav
management in includes the following:
compliance with HIPAA | ¢  The date of the
and applicable law. disclosure;

e The name of the entity

Free text (e.g. text or person who received

note) or structured the protected health N
fields are sufficient to information

satisfy this e The address of such

requirement. entity or person;

e A brief description of
the information
disclosed; and

e A brief statement of the
purpose of the
disclosure

6.12 Ask the Applicant to Applicant provides the Q Pass | O Fail | F252 The system shall provide the ability to
provide documentation | documentation. retain data until purged, deleted,
describing how the ?erﬁ:g\\//zg or otherwise deliberately
system will retain data ' N
until purged, deleted,
archived or otherwise
deliberately removed.
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Expected Result

Actual Result

Pass/Fail

Criteria and Reference

Assignable

Comments

6.13

Ask the Applicant to
provide documentation
describing how the
system will provide the
ability to update the
clinical content or rules
utilized to generate
clinical decision
support reminders and
alerts.

Applicant provides

documentation; policy and

timetables for updates.

Q Pass | Q Fail

F 244

The system shall provide the ability to
update the clinical content or rules
utilized to generate clinical decision
support reminders and alerts.

6.14

Ask the Applicant to
provide documentation
describing how the
system will provide the
ability to update clinical
decision support
guidelines and
associated reference
material.

Applicant provides the
documentation.

Q Pass | Q Fail

F 245

The system shall provide the ability to
update clinical decision support
guidelines and associated reference
material.

6.15

Ask the Applicant to
provide documentation
describing how the
system provides the
ability to customize
clinical templates.

Applicant provides
documentation.

Q Pass | Q Fail

F 69

The system shall provide the ability to
customize clinical templates.
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Procedure

Ask the Applicant to
provide documentation
that covers:

e Method used to
create, modify and
remove user
accounts

Expected Result

Applicant provides
documentation.

If S23 is assigned, see step
7.4.

Actual Result

Pass/Fail

Criteria and Reference

The system shall include
documentation available to the
customer that provides guidelines for
configuration and use of the EHR
security controls necessary to support
secure and reliable operation of the
system, including but not limited to:
creation, modification, and deactivation
of user accounts, management of
roles, reset of passwords, configuration
of password constraints, and audit
logs.

Assignable

Y
Refer to
step 5.8.

Comments
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
6.19 If the system includes | If the system includes O Pass | QFail |R5 If the system includes hardware, the
hardware, the hardware, Applicant system shall include documentation
Aopli t’ hall id id '[’h that covers the expected physical
ppiicant s .a provide | provides e environment necessary for proper
documentation that documentation. secure and reliable operation of the
covers: system including: electrical, HVAC,
e Expected physical | Verify that documentation sterilization, and work area.
environment meets minimal best practice
necessary for requirements including
proper secure and | description of the
reliable operation | environments required for
of the system secure operation, electrical N

including
o Electrical;
o HVAC;

o Work area.
If the system does not
include hardware, the
Applicant shall provide
documentation that it
does not.

o Sterilization; and

and HVAC requirements.

If the system does not
include hardware, Applicant
provides documentation
that it does not.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
6.20 The Applicant shall Applicant provides O Pass | QFail |R7  The system shallinclude
provide documentation | documentation. documentation that itemizes the
f the ports. network services (e.g. php, web service) and
Y p ) o . network protocols (e.g. HL7, http, ftp)
protocols (e.g. HL7, This information may be that are necessary for proper operation
http, ftp) and services used by the healthcare and servicing of the system, including
(e.g. php, asp, SOAP) provider to properly justification of the need for that service
A . o ’ : : and protocol. This information may be
mc_:lydlng the minimal configure their network used by the healthcare facility to
privileges necessary defenses. properly configure their network
for each service and defenses (firewalls and routers).
prOtOCOI '[O. prov_|de R 16  The system shall include
EHR functionality documentation of the minimal
and/or serviceability. privileges necessary for each service
and protocol necessary to provide EHR
This documentation functionality and/or serviceability.
would provide N

guidance to a network
integration specialist
while configuring
network defense
mechanisms such as
firewalls and VLAN
routers. The
documentation would
include the reason for
each TCP/UDP port
number that the EHR is
listening on, and each
RCP/HTTP service that
the EHR has a service
running on.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
6.21 Ask the Applicant to Applicant provides Q Pass | O Fail | R13  The system shall include documented
provide documentation | documentation. procedures for product installation and
that covers: start-up and/or connection.
e Procedures for R9 The system'shall include
prodiuct nstalator e e vt e
and start-up. installation was properly completed
e The steps needed and that the system is operational. N
to confirm that the
installation was
properly completed
and that the
system is
operational.
6.22 Ask the Applicant to Applicant provides Q Pass | O Fail | R10  The system shall include
provide documentation | documentation. documentation that covers:
that covers: The patch (hc_)t-flx) handling process
. the vendor will use for EHR, operating
e The patch (hot-fix) | Examples: specific web system and underlying tools. (e.g.
handling process | site where patch notices specific web site where patch notices N
the Applicant will are, approved patch list, ﬁf{rﬁ‘&%ﬂﬁgr‘?ﬁl‘i2|ffﬁaﬁpiﬁ?l ot
use for EHR, _spemal instructions for installation test) »anap
operating system installation, and post
and underlying installation test.
tools.
6.23 Ask the Applicant to Applicant provides O Pass | O Fail | R11  The system shallinclude Applicant should
provide documentation | documentation. g;’r‘é‘;rgf”f;}g’r%‘zgé:’:ﬁggs system provide
that explains system users an% administrators, wi?h actions documentation V‘,’ith
error or performance required. N the error, exception
messages to users and or system
administrators, with performance
actions required. messages with
actions required.

January 02, 2007

Copyright © 2007 Certification Commission for Healthcare Information Technology

Page 82 of 101




CC

Certification Commission
for Healthcare
Information Technology

Note: ltems that remain Provisional for 2007 are highlighted in yellow.

ltems from 2006 that have been
ltems that are new for 2007 are

revised are hii;hli?hted in blue.

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
6.24 Ask the Applicant to Applicant provides 0 Pass | O Fail | R12  The system shall include ._
provide documentation | documentation. documentation of product capacities
. (e.g. number of users, number of
of product capacities transactions per second, number of
(e.g. number of users, records, network load, etc.) and the
number of transactions baseline representative configurations
per second, e o e
record§ , network I(_)ad, s:rver/work);?ation%onfigurati’on and
etc.) given a baseline network capacity, etc). N
representative
configuration (e.g.
number or type of
processors,
server/workstation
configuration and
network capacity, etc.).
6.25 Functionality requires | Applicant provides the O Pass | O Fail | R17  The system shall be configurable to
that the systems shall | required documentation. plrevedm COWUPt“%”_ °tr l?rfs of Ot'ata -
be configurable to If R17 is assigned, see step ot gf?giggm'?aﬁureeé‘_’;em n the
prevent corruption or 7.17. integrating with a UPS, etc.).
loss of data already
accepted into the
system in the event of
a system failure (e.g. Y

integrating with a UPS,
etc.) Ask the Applicant
to provide
documentation
describing how the
system is configurable,
as required above.
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Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
6.26 Ask the Applicant to Applicant describes how 0 Pass | O Fail | R14  The software used to install and
provide its procedures | they scan the system and upd date the Stftgm]; independent OL“he
to scan system and related installation media (if TR A s Ll
installation media for applicable) for well-known (“malware”). Vendor may self-certify N
well-known malware. malware. compliance with this standard through
procedures that make use of
commercial malware scanning
software.
6.27 Ask Applicant to Applicant provides required O Pass | Q Fail | S81 The system shall be able to provide
provide documentation | documentation. “mj SY”CETO”'ZaT;?” U,S'”c? NTP_/SN"TP-
that describes how the | If S8.1 is assigned, see ggcu‘ﬂ;’;a :efofg:%frt?rg';e time in a
system complies with step 7.18.
NTP/SNTP time
synchronization v
standards and
describes how such
timing is used in all
security records
maintained by the
system.
6.28 Ask the Applicant to Applicant provides required O Pass | O Fail | S24  The system shall support protection of
provide documentation | documentation. confidentiality of all Protected Health
describing how, when | If S24 is assigned, see step :Eigﬁnmeitfr”o(tﬁsrl)kggc\)’f Lepdeﬁvf;twgrks
communication is 7.19. via encryption using triple-DES (3DES)
necessary over open or the Advanced Encryption Standard Y
networks, any PHI (AES) and an open protocol such as
communicated shall be TLS, SSL, IPSgc, XML encryptions, or
. S/MIME or their successors.
protected against
confidentiality failures.
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6.29 Ask the Applicant to Applicant provides required 0 Pass | U Fail | S28  The system shall support the
provide documentation | documentation. ﬂmtﬁﬁt';’? of '”E?gr%a‘;)ac'j' Fl’,mte‘ged
s . . ea nrormation elivered over

descrlbln.g hpw, v_vhen If S28 is assigned, see step the Internet or other known open

communications is 7.20. networks via SHA1 hashing and an

necessary over open open protocol such as TLS, SSL, Y

networks, any PHI IPSec, XML digital signature, or

communicated shall be S/MIME or their successors.

protected against
integrity failures.

6.30 Ask the Applicant to Applicant provides required QO Pass | O Fail | S29  The system shall support ensuring the
provide documentation | documentation. ig:jheegﬂ‘ﬁ:‘é’n‘iifcgirgg;ew’;%dr]es (mutual
describing how, when | If S29 is assigned, see step communicating Protected Health
communications Is 7.21. Information (PHI) over the Internet or
necessary over open other known open networks using Y
networks, any PHI open protocol (e.g. TLS, SSL, IPSec,

communicated shall be XML sig, S/MIME).

protected against false
remote nodes.

6.31 If the system supports | Applicant provides the Q Pass | O Fail | S27  Forsystems that provide access to PHI

: : . through a web browser interface (i.e.
a web interface, ask required documentation. T G L e D i

the Appllcant to provide | If S27 is assigned, see step lcapabiliyiclonc piiholias
documentation on 7.22. communicated over the network via Y
setting up SSL. SSL (HTML over HTTPS). Note: Web

browser interfaces are often used
beyond the perimeter of the protected
enterprise network.
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6.32 Applicant shall provide | Applicant provides the O Pass | QFail | S21  When passwords are used, the system

documentation that required documentation. shall not store passwords in plain text.

describes how their If S21 is assigned, see step

system handles 7.23.

passwords in such a
way that passwords
are never saved in any
form other than
encrypted or hashed Y
using standards-based
algorithms (e.g. 3DES,
AES, SHA1). This
might be pointers to
platform documentation
as the solution, or the
Applicant’s own
documentation.

6.33 Applicant shall provide | Applicant provides the O Pass | QFail | S25  When passwords are used, the system
documentation that required documentation. shall not transport passwords in plain
describes how their If S25 is assigned, see step text.
system handles 7.24.

passwords in such a
way that passwords
are never transported
in plain text. This Y
might be pointers to
platform documentation
as the solution, some
third party
documentation, or the
Applicant’s own
documentation.

January 02, 2007 Copyright © 2007 Certification Commission for Healthcare Information Technology Page 86 of 101




iy Note: Items that remain Provisional for 2007 are highlighted in yellow.

[
: - Certification Commission

Em ‘ ( H I I for Healthcare Items from 2006 that have been revised are highlighted in blue.
ot Information Technology ltems that are new for 2007 are ﬂ

|

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments

For ASSIGNED FUNCTIONS

Documentation required here when Applicant has assigned items from Scenario 5 or 6.

Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
7.1 If you assigned R1, Applicant provides the 0 Pass | QFail R The system shall be able to generate a
provide documentation | required documentation. backup copy of the application data,
that the system security credentials, and log/audit files.
supports a full backup
of the application data,
security credentials
and log/audit files.

7.2 If you assigned R1 and | Applicant provides the O Pass | QFail | R3  Ifthe system claims to be available
R3, provide required documentation. iéﬁyt?: r:ut: Zifgﬁrpscrﬂ:zﬁ\;tt&e
doctumenrt]a“or? tha:[[h with the operation of the application.
system shall have the
ability to

operate/function when
a backup is run
concurrently with the
operation of the
application.
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7.3 If you assigned R1 and | Applicant provides the Q Pass | QFail |R2  The system restore functionality shall
R2, provide required documentation. result in a fully operathnal and secure
documentation that the state. Thls state shallllnc!ude the

restoration of the application data,
system supports a security credentials, and log/audit files
restore of the to their previous state.
application data,
security credentials
and log/audit files.

7.4 If you assigned S23, Applicant provides O Pass | O Fail | S23  The system shall include
provide documentation | documentation. EleaUEE) VIO 1
describing how the custpmer lthat provides guidelines for

. 9 . configuration and use of the EHR
system interacts with security controls necessary to support
the component that secure and reliable operation of the
satisfies the method system, including but not limited to:

; creation, modification, and deactivation
used to create, modify, of user accounts, management of
and remove user roles, reset of passwords, configuration
accounts. of password constraints, and audit

logs.

7.5 If you assigned S13, Applicant provides O Pass | O Fail | S13  When passwords are used, the system
provide documentation | documentation. shall support password strength rules
describing how the that allow for minimum number of

. g . characters, and inclusion of alpha-
tsr)]/s’[em mteracﬁhWItth numeric complexity.

€ componen a
supports password
strength rules as per
S13.
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7.6 If you assigned S15, Applicant provides 0 Pass | U Fail | S15  The system shall enforce a limit of
provide documentation | documentation. g%%rg;%“;?tgﬁ)r)fsgie:tg‘é? '?‘r’;"gystem
descrlblpg how the, shall protect against further, possibly
system interacts with malicious, user authentication attempts
the component that using an appropriate mechanism (e.g.
supports authentication Ecks thg a_CQOtuntt/noldelim:ir'] released

. Yy an aaministrator, 10CKs the
rseﬁu”ements as per account/node for a configurable time
3. period, or delays the next login prompt
according to a configurable delay
algorithm).

7.7 If you assigned S20, Applicant provides 0 Pass | O Fail | S20  When passwords are used, the system
provide documentation | documentation. shall support case sensitive passwords
describing how the that contain typeabk_e alpha and

. g numeric characters in support of ISO-
system interacts with 646/ECMA-6 (aka US ASCII).
the component that
supports case sensitive
passwords as per S20.

7.8 If you assigned S17, Applicant provides Q Pass | QFail | S17  The system shall provide only limited
provide documentation | documentation. feedback information to the user during
describing how the the authentication.
system interacts with
the component that
supports authentication
as per S17.

7.9 If you assigned S12, Applicant provides QO Pass | QFail | S12  The system shall authenticate the user
provide documentation | documentation. before any access to Protected
describing how the Resources (e.g. PHI) is allowed

. g . including when not connected to a
system interacts with network e.g. mobile devices.
the component that
supports authentication
as per S12.
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7.10 If you assigned S26, Applicant provides 0 Pass | L Fail | S26  When passwords are used, the system
provide documentation | documentation. shall not display passwords while
describing how the being entered.
system interacts with
the component that
supports password use
per S26.

7.11 If you assigned S18, Applicant provides 0 Pass | O Fail | S18  The system shall support case
provide documentation | documentation. insensitive usernames that contain
describing how the typeable alpha and numeric characters

. . in support of ISO-646/ECMA-6 (aka
system interacts with US ASCII).
the component that
supports usernames
per S18.

712 If you assigned S14, Applicant provides QO Pass | QO Fail | S14  The system upon detection of inactivity
provide documentation | documentation. of an interactive session shall prevent
describing how the further viewing and access to the

. . system by that session by terminating
system interacts with the session, or by initiating a session
the component that lock that remains in effect until the user
supports Inactvity dentiication and authenticaton
timeout per 514. procedures. The inactivity timeout shall

be configurable.

7.13 If you assigned S19, Applicant provides O Pass | QFail | S19  When passwords are used, the system
provide documentation | documentation. shall allow an authenticated user to
describing how the change their password consistent with
system interacts with password strength rules (S13).
the component that
supports password use
per S19.
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7.14 If you assigned S7, Applicant provides O Pass | QFail |S7  The system shall provide authorized
provide documentation | documentation. administrators with the capability to
d ibing how th read all audit information from the audit
escri '_ng 0 e_ records in one of the following two
system interacts with ways: 1) The system shall provide the
the component that audit records in a manner suitable for
supports audit the user to interpret the information.

The system shall provide the capability
to generate reports based on ranges of
system date and time that audit
records were collected. 2) The system
shall be able to export logs into text
format in such a manner as to allow
correlation based on time (e.g., UTC
synchronization).

information per S7.

7.15 If you assigned S16.1, | Applicant provides Q Pass | O Fail | S16.1 When passwords are used, the system

provide documentation | documentation.

describing how the

system interacts with

the component that

supports password use
er S16.1.

shall provide an administrative function
that resets passwords.
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717 If you assigned R17, Applicant provides the 0 Pass | O Fail | R17  The system shall be configurable to
provide documentation | required documentation. prevent corruption or loss of data.
d ibi h th already accepted into the system in the
escri '_ng ow e_ event of a system failure (e.g.
system interacts with integrating with a UPS, etc.).
the component that
supports data integrity
per R17.
7.18 If you assigned S8.1, Applicant provides 0 Pass | O Fail | S81 The system shall be able to provide
provide documentation | required documentation. time synchronization using NTP/SNTP,
d ibing h th and use this synchronized time in all
estcrl Ingt OV\{[ e'th security records of time.
system interacts wi
the component that
supports time
synchronization per
S8.1.
7.19 If you assigned S24, Applicant provides O Pass | O Fail | S24  The system shall support protection of
provide documentation | required documentation. confidentiality of all Protected Health
d ibing h th Information (PHI) delivered over the
escri ng ow e. Internet or other known open networks
system interacts with via encryption using triple-DES (3DES)
the component that or the Advanced Encryption Standard
supports protecton o B e
: L , SSL, : yptions,
confidentiality per S24. S/MIME or their successors.

7.20 If you assigned S28, Applicant provides O Pass | O Fail | S28  The system shall support the

provide documentation | required documentation. protection of integrity of all Protected

d ibi h th Health Information (PHI) delivered over
escri '_ng ow e_ the Internet or other known open

system interacts with networks via SHA1 hashing and an

the component that open protocol such as TLS, SSL,

Supports protectlon Of |PSeC, XML d|g|ta| Signature, or

integrity per S28. S/MIME or their successors.
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7.21 If you assigned S29, Applicant provides QO Pass | Q Fail | S29  The system shall support ensuring the
provide documentation | required documentation. authenticity of remote nodes (mutual
describing how the node autlhen'tlcatlon) when

. . communicating Protected Health
system interacts with Information (PHI) over the Internet or
the component that other known open networks using
supports ensuring open pl’OtOCOl (e.g. TLS, SSL, IPSec,
authenticity of remote XML sig, S/MIME).
nodes per S29.

7.22 If you assigned S27, Applicant provides the O Pass | O Fail | S27  For systems that provide access to PHI
provide documentation | required documentation. through a web browser interface (i.e.
describing how the HTML_gver HTTP) shall include the

. . capability to encrypt the data
system interacts with communicated over the network via
the component that SSL (HTML over HTTPS). Note: Web
suppart Sl L e
configuration per S27. en¥erprise ngtwork. P

7.23 If you assigned S21, Applicant provides the O Pass | QFail | S21  When passwords are used, the system
provide documentation | required documentation. shall not store passwords in plain text.
describing how the
system interacts with
the component that
supports password use
per S21.

7.24 If you assigned S25, Applicant provides the O Pass | O Fail | S25 When passwords are used, the system
provide documentation | required documentation. f:xi” not transport passwords in plain
describing how the '
system interacts with
the component that
supports secure
transport of passwords
per S25.
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Appendix A — Previous visit entries for Joe Smith, bd 6/20/2002. Appendix information is to be entered as previous visits for this patient at this practice.

e June 20 — 22, 2002 — birth and related incidents
o Birth weight 8.00 Ibs
o Immunizations
= HepB
e July 22,2002 — 1 month visit
o Wt9lbs 2oz ht21”
o Immunizations
= HepB
e August 23, 2002 — 2 month visit
o Wt 10 Ibs, ht 22”
o Immunizations

= DTaP
= |PV
= HIB
= PCV7

e QOctober 30, 2002 — 4 month visit
o Wt 13 lIbs, ht 24.5”
o Immunizations

= DTaP
= |PV
= HIB
= PCV7

e December 29, 2002 — 6 month visit
o Wt 15.5Ibs, ht 27”
o Immunizations

= DTaP
= HIB
= PCV7
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e March 21, 2003 — 9 month visit
o Wt 18 lbs, ht 28”
o Immunizations
= |PV
= HepB
e June 22, 2003 — 12 month visit
o Wt 20 lbs, ht 29.5”
o Immunizations
= MMR
e September 25, 2003 — 15 month visit
o Wt22lbs, ht 31”
o Immunizations

= DTaP
= HIB
= PCV7

e December 29, 2003 — 18 month visit
o Wt24 lbs, ht 32”
o Immunizations
= Varivax
e June 21, 2004 — 2 year visit
o Wt 30 lbs, ht 33.5”
e June 25, 2005 — 3 year visit
o Wt 34 lbs, ht 37”
o Allergies
=  Penicillin
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For reference:
o LMP —test date minus 27 weeks
o EDD - test date plus 11 weeks
Previous visit entries for Jennifer A. Thompson, bd 4/10/1975
e One year ago — (not pregnant at this visit, just thinking about it) — visit date is test date minus 52 weeks, approx.
o Weight 134 Ibs
6 months ago — visit date is test date minus 24 weeks
o Weight 128 Ibs
o Medications
= Prenatal vitamins
o Allergies
= NKDA
o Problem list
= Pregnancy
e 5 months ago — visit date is test date minus 20 weeks
o Weight 135 Ibs
e 4 months ago — visit date is test date minus 16 weeks
o Weight 145 lbs
e 3 months ago — visit date is test date minus 12 weeks
o Weight 149 Ibs
o A QUAD Screen was done at 16 weeks gestation and was negative
= AFP 0.6 MoM
= HGC
= Unconjugated Estriol
= Dimeric Inhibin A
o U/S for anatomy and placenta. No anomalies seen; size consistent with EGA.
e 2 months ago — visit date is test date minus 8 weeks
o Weight 162 Ibs
o Problem list
» Gestational Diabetes
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e 1 month ago — visit date is test date minus 4 weeks
o Weight 168 Ibs
o Labresults

= HgA1C®6.2
Paper Tracking of Blood Sugar Data (to be entered into EHR as per procedure 2.7)
Date Fasting Post Breakfast Post Lunch Post Dinner
Yesterday (Y) 98 130 133 137
Y minus 1 106 98 120 110
Y minus 2 104 112 115 133
Y minus 3 110 110 127 145
Y minus 4 96 113 125 88
Y minus 5 98 120 140 97

Objective (to be entered into EHR as per procedure 2.12
General appearance: Slightly overweight gravid female
Skin: clear, warm, soft, and smooth except for mild acne on forehead and chin
Eyes: PERRLA
Neck: Supple
Carotids 2+ and equal
No JVD
Fundal Height (cm): 30
Fetal heart tones by Fetoscope: present
Fetal heart rate: 150 beats per minute
Fetal presentation: breech
Lungs: Clear to auscultation
Heart: PMI 5™ ICS MCL, No heaves, rubs, thrills or murmurs
Extremities: No edema
Pulses: Dorsalis Pedis 2+ and equal, microfilament foot exam is normal
Neuro: Reflexes 2+ and equal

For use in Scenario 2, create an order set called “Diabetes One.”. The order set should include HGBA1c and a nutrition referral.
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Appendix C — Previous visit entries for Theodore S. Smith, bd 11/08/1929. Appendix information is to be entered as previous visits for this patient at this

practice.

Past Medical History/Problem List
His past medical history is positive for type 2 diabetes, elevated cholesterol, hypertension, GERD, BPH, Hypothyroidism, and arthritis.

He has had an appendectomy, a cholecystectomy, a TURP, and a left cataract extraction.

Allergies:
He is allergic to penicillin and sulfa drugs.

Medications:

He is currently on Lipitor 20 mg a day, Zantac 150 mg a day, Actos 30 mg once daily, Synthroid 0.112 mg a day, glucosamine chondroitin, saw palmetto, and
lisinopril 10 mg a day.
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o CBC:WBC 9.8, RBC 3.67, HGB 10.9, HCT 33.2, MCV 90.7, MCH 29.7, MCHC 32.7, PLT 304, Neut 75, Lymph 10, Monos 5, Eos 5, Baso 1

3 months ago 6 months ago 9 months ago 1 year ago
Sodium 137 139 140 141
Potassium 4.7 4.6 4.5 4.4
Chloride 104 102 100 107
CO02 26 23 27 29
BUN 14 19 18 20
Creatinine 0.9 0.8 1.1 1.2
Glucose 185 180 136 128
Uric Acid 3.1 2.6 3.3 4.2
Calcium 9.1 9.1 9.8 10
Phosphorus 2.8 3.6 3.8 3.7
Alk phos 73 55 65 82
Total Bili 0.4 0.4 0.7 0.7
AST 21 30 27 23
ALT 19 18 31 17
LDH 151 141 148 152
Total Protein 7.1 6.5 7 6.7
Albumin 4.5 3.7 4.2 4
Globulin 2.6 2.8 2.8 2.7
A/G 1.7 1.3 1.5 1.5
Cholesterol 172 163 203 287
Triglycerides 93 92 124 232
HDL 57 47 62 48
LDL 96 98 116 193
HGBAT1 8.6 10.5 10.1 9.3
PSA 0.8 0.1 29.6 26.4
TSH 2.4
Urine microalbumin 18
Systolic BP 130 128 120 126
Diastolic BP 64 62 64 72
Pulse 68 72 70 76
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Appendix D — CCHIT Audit Trail Worksheet — for use with criterion S 5.2, in order to detect security-relevant events mediated by the system.
Instructions for use: During Test Script Scenarios 1 — 5, the CCHIT Proctor will use the provided CCHIT Audit Trail Worksheet to mark the time certain test script steps are
performed to assist in testing criteria S 5.2. During Test Script Scenario #5 the Security Inspector(s) will use the provided CCHIT Audit Trail Worksheet to evaluate
compliance with criterion S 5.2.
All events must be found in the log for S 5.2 to be considered compliant.
* If the criterion S 15 is assigned, see step 7.6. If criterion S15 is not assigned, see step 5.31.

Test Script Scenarios #1-4 Test Script Scenario #4
;fes; Script Procedure Timestamp | Event I|:) c;uoncjl in User- or entity-identifier(s) F[g]sll:clztcess
) [Flailure)
1.2 Look up patient demographic record by last name SMITH : Patient record viewed
1.2 Look up patient demographic record by last name SMITH : Query
1.4 Mother has remarried; and address has changed. : Patient record updated
1.9 Login as Nurse. : User login/logout

Mother indicates Joe has never taken penicillin; she listed it as an
1.15 allergy because she is allergic to penicillin. Remove penicillin from : Patient record deleted
the list of allergies, or mark erroneous.

Retrieve the current immunization record from the EHR view and

1.38 orint report. : PHI export (e.g. print)

1.56 Sign off on clinical note. : Signature created/validated
2.27 Create patient specific materials for this patient, to include: : Scheduling

2.27 Create patient specific materials for this patient, to include: : Order

44 ElatFeLthat patient has an advance directive, and scan living will into PHI import

Shutdown the application. Using the “start up, installation and/or
54 connection procedures” provided by the Applicant (self-attestation) : Start/stop
start and/or connect the system.

Security administration

5.13 Set password strength rules to require 8 characters minimum. events

*5.31 0r 7.6 Login as Clinical User; use the valid password : Node-authentication failure
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