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Why GAO Did This Study

To prevent medical errors, reduce
costs, improve quality, and produce
greater value for health care
expenditures, President Bush has
called for the Department of Health
and Human Services (HHS) to
develop and implement a strategic
plan to guide the nationwide
implementation of health
information technology (IT) in both
the public and private health care
sectors. The Departments of
Defense (DOD) and Veterans
Affairs (VA), along with other
countries, have already taken steps
to improve health care delivery and
administration by implementing IT
solutions. GAO was asked to
provide an overview of HHS’s
recent efforts to develop a national
health IT strategy for realizing the
President’s vision, and to identify
lessons learned from DOD’s, VA’s,
and other countries’ experiences in
implementing health IT.

What GAO Recommends

To accelerate the adoption of
interoperable IT for health care,
GAO recommends that the
Secretary of Health and Human
Services establish and follow
detailed plans and set milestones
for each phase of HHS'’s framework
for strategic action.

In commenting on a draft of this
report, DOD, HHS, and VA
concurred with our results; HHS
agreed with our recommendation.
Technical comments were
incorporated in this report as
appropriate.

www.gao.gov/cgi-bin/getrpt?GAO-05-628.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact David A.

Powner, (202) 512-9286, pownerd @ gao.gov.

HEALTH INFORMATION TECHNOLOGY

HHS Is Taking Steps to Develop a
National Strategy

What GAO Found

The Secretary of HHS appointed the National Coordinator for Health IT in
May 2004. In July 2004, the national coordinator released a framework for
strategic action, which outlines four goals and 12 strategies to guide the
development of a full strategic plan for national health IT adoption (see table
below). The framework builds upon already-existing work in federal health
IT and includes plans to identify and learn from agencies’ experiences. It
also describes actions to be taken by both the public and private sectors to
achieve interoperability in health IT across the nation.

HHS plans to address the goals and strategies of the framework with a three-
phased approach over a number of years and is currently implementing
phase I of the framework. However, HHS has not established milestones for
the completion of phase I activities nor has it made detailed plans or set
milestones for the completion of activities for phases II and IIIL.

Goals and Strategies of HHS’s Framework for Strategic Action

Goals Strategies®

1. Incentivize EHR adoption
Goal 1: Inform clinical practice with 2. Reduce risk of EHR investment
the use of electronic health records 3. Promote EHR diffusion in rural and underserved
(EHR) areas
Goal 2: Interconnect clinicians so that
they can exchange health information
using advanced and secure electronic
communication
Goal 3: Personalize care with
consumer-based health records and
better information for consumers
Goal 4: Improve public health through
advanced biosurveillance methods and 1. Unify public health surveillance architectures
streamlined collection of data for 2. Streamline quality and health status monitoring
quality measurement and research 3. Accelerate research and dissemination of evidence

1. Foster regional collaboration

2. Develop a national health information network
3. Coordinate federal health information systems
1
2
3

. Encourage use of personal health records
. Enhance informed consumer choice
. Promote use of telehealth systems

Source: HHS.
“ Phase | strategies are shown in bold type.

GAO identified lessons learned from DOD and VA that could provide
valuable insight to HHS as it works toward implementing a national health IT
infrastructure. DOD and VA operate the largest health care delivery
networks in the nation, and important lessons can be taken from their
experiences in health IT. Additionally, other countries have begun initiatives
to establish national health IT infrastructures. DOD, VA, Canada, Denmark,
and New Zealand provided GAO with valuable lessons learned that can be
applied to the United States’s efforts. Among other lessons learned, they
reported the need to

obtain the endorsement of top leadership,

define and adopt standards,

address the needs of stakeholders, and

deploy IT solutions in small increments and build on successes.
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United States Government Accountability Office

Washington, D.C. 20548

May 27, 2005

The Honorable Jim Nussle
Chairman, Committee on the Budget
House of Representatives

Dear Mr. Chairman:

According to the Institute of Medicine, health care delivery in the United
States has long-standing problems with medical errors and inefficiencies
that increase health care costs. The U.S. health care delivery system is an
information-intensive industry that is complex and highly fragmented with
estimated spending of $1.7 trillion in 2003. In April 2004, President Bush
announced a health information technology (IT) plan that calls for the
development and implementation of a strategic plan to guide the
nationwide implementation of health IT in both the public and private
health care sectors to prevent medical errors, improve quality, and produce
greater value for health care expenditures.

Also in April 2004, the President issued an executive order that required the
Secretary of Health and Human Services to appoint a national coordinator
whose role is to provide leadership for the development and nationwide
implementation of an interoperable health IT infrastructure to improve the
quality and efficiency of health care. The National Coordinator for Health
IT was appointed in May 2004; in July 2004, the coordinator released a
framework for strategic action, the first step toward a national strategy.
The framework builds upon already-existing work in federal health IT and
includes plans to identify and learn from agencies’ experiences, including
those of the Departments of Defense (DOD) and Veterans Affairs (VA),
which operate the largest health care delivery networks in the nation and
have experience with developing and implementing IT solutions
throughout their systems. Additionally, other countries have begun to
develop and implement strategies to improve health care delivery through
the nationwide adoption of IT and can provide valuable lessons for the
Department of Health and Human Services (HHS).

You asked us to (1) provide an overview of HHS'’s efforts to develop and
implement a national health IT strategy, (2) identify lessons learned from
DOD'’s and VA’s experiences with implementing electronic health records,
and (3) identify lessons learned from other countries’ efforts to modernize
health IT infrastructures. We conducted work at HHS, DOD, and VA—the
federal agencies that play major roles in supporting and providing health
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care delivery in the United States and that are promoting the use of health
IT. We reviewed and assessed HHS’s framework and plans for developing a
national health IT strategy to understand the role of the new office for
national coordination of health IT. We supplemented our assessment by
discussing with officials throughout the department their involvement in
national efforts to implement health I'T and the integration of current health
IT initiatives into the national strategy. We analyzed DOD and VA
documentation and prior GAO reports discussing the two departments’
implementation of health IT (see app. I). We supplemented our analyses by
discussing with DOD and VA officials the lessons that they learned from
implementing health IT solutions in two of their major information
systems. We selected examples of other countries’ efforts to modernize
health IT infrastructures based upon literature reviews and discussions
with health care IT experts. We discussed with Canada, Denmark, and New
Zealand their initiatives to modernize national health IT infrastructures and
identified lessons learned from their experiences that could be meaningful
to the United States’s efforts. We conducted our work from October 2004
through March 2005, in accordance with generally accepted government
auditing standards.

On April 1, 2005, we provided your office with a briefing on the results of
this review. The purpose of this letter is to provide the published briefing
slides to you, which appear as appendix I. The information in these slides
has been updated to include additional information requested by your
office.

In summary, we found that HHS, through the Office of the National
Coordinator for Health IT, is taking initial steps toward developing a
national strategy for health IT and has released a framework that describes
actions to be taken by the public and private sectors to develop and
implement such a strategy. The framework defines goals and strategies that
are to be implemented in three phases. Phase I focuses on the development
of market institutions' to lower the risk of health IT procurement, phase II
involves investment in clinical management tools and capabilities, and
phase III supports the transition of the market to robust quality and
performance accountability.

'According to HHS, market institutions include certification organizations, group
purchasing entities, and low-cost implementation support organizations that do not
currently exist but are necessary to support clinicians as they procure and use IT.
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HHS is in the initial phase of implementing activities to achieve the goals of
the framework and, as a result, has made progress toward coordinating
federal health IT efforts and reaching out to private industry. For example,
in November 2004, the department issued a request for information seeking
public input and ideas for developing a national health information
network; a task force of federal agencies is evaluating over 500 responses
to this request. HHS is also working with the private sector to develop
standards and certification procedures for health IT interoperability.
However, HHS has not established milestones for the completion of phase
I, nor has it defined plans for phases II and III. Without defined milestones,
it remains unclear when the important activities of phase I will be
completed to provide the building blocks needed to support the activities
of the subsequent phases.

We identified lessons learned from DOD and VA that could provide valuable
insight to HHS as it works toward implementing a national health IT
infrastructure. DOD and VA operate the largest health care delivery
networks in the nation, and important lessons can be taken from their
experiences in health IT. Among other things, they reported the need to

¢ obtain full endorsement of top leadership,

¢ define and adopt common standards and terminology,

¢ recognize and address the needs of the varied stakeholder communities,
and

¢ deploy in small increments and build on success.

We also reported additional lessons learned from other countries’
experiences in modernizing health IT infrastructures. Canada, Denmark,
and New Zealand have begun initiatives to establish national health IT
infrastructures with government support and identified lessons learned
from their experiences, such as

¢ focus on creating standards first,

¢ establish a central organization to lead health IT efforts, and

¢ implement solutions incrementally.
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Recommendation for
Executive Action

Agency Comments

As a result of our work, we recommend that the Secretary of Health and
Human Services establish detailed plans and milestones for each phase of
the framework for strategic action and take steps to ensure that those plans
are followed and milestones are met.

We received written comments on a draft of this report from the Acting
Inspector General at HHS and the Deputy Secretary of VA. We received oral
comments from the Chief Enterprise Architect for Military Health System
at DOD. DOD, HHS, and VA concurred with our results and provided
technical comments, which we have incorporated in this report as
appropriate. HHS agreed with our recommendation and described
additional actions that the Secretary is taking to achieve specific goals of
the framework and to benefit from lessons learned from DOD and VA. HHS
also provided additional information about the steps that the department is
taking to lead the nation in health IT efforts. This information is provided in
HHS'’s written comments, which are reproduced in appendix II. VA’'s written
comments are reproduced in appendix III.

We are sending copies of this report to the Chairmen and Ranking Minority
Members of other Senate and House committees and subcommittees
having authorization and oversight responsibilities for health care IT. We
are also sending copies to the Secretary of Health and Human Services and
to the other agencies that participated in our review. We will also make
copies available to others upon request. In addition, the report will be
available at no charge on the GAO Web site at http://www.gao.gov.
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Should you or your office have any questions about matters discussed in
this report, please contact Dave Powner at (202) 512-9286 or by e-mail at
pownerd@gao.gov. Contact points for our Offices of Congressional
Relations and Public Affairs may be found on the last page of this report.
Major contributors to this report also included Tonia D. Brown, Pamlutricia
Greenleaf, M. Saad Khan, Valerie C. Melvin, M. Yvonne Sanchez, Teresa F.
Tucker, and Jessica D. Waselkow.

Sincerely yours,

s 7. 2

David A. Powner
Director, Information Technology
Management Issues

Linda D. Koontz
Director, Information Management Issues
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Appendix I
National Health Information Technology
Strategy

Introduction

e The United States health care delivery system is an information-intensive
industry that is complex, inefficient, and highly fragmented, with estimated
spending of $1.7 trillion in 2003.

» Calling for transformational change in the health care industry, the Institute
of Medicine pointed out that health care delivery in the United States has
longstanding problems with medical errors and inefficiencies that increase
the cost of health care.!

* The President’s health care information technology (IT) plan calls for the
development and implementation of a strategic plan to guide the
nationwide implementation of interoperable health information technology
in both the public and private health care sectors that will prevent medical
errors, reduce costs, improve quality, and produce greater value for health
care expenditures.

"Institute of Medicine, To Err Is Human: Building a Safer Health System (Washington, DC: November 1999) and Crossing the Quality
Chasm: A New Health System for the 21st Century (Washington, D.C.: March 2001). 3
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National Health Information Technology
Strategy

EGAO

ility * Integrity * iabili

Objectives, Scope and Methodology

Objectives and Scope

Objectives

* To provide an overview of the Department of Health and Human Services’
(HHS) efforts to develop and implement a national health information
technology strategy

* To identify lessons learned from the Departments of Defense’s (DOD) and
Veterans Affairs’ (VA) implementation of electronic health records (EHRS)

* To identify lessons learned from other countries’ efforts to modernize
health IT infrastructures
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Objectives, Scope and Methodology

Objectives and Scope

Scope

* Conducted work at HHS components that play major roles in supporting
health care IT, including the Agency for Healthcare Research and Quality,
Centers for Medicare and Medicaid Services, Food and Drug
Administration, Health Resources and Services Administration, Indian
Health Service, National Institutes for Health, and Office of the National
Coordinator for Health IT in Washington, D.C., and the Centers for
Disease Control and Prevention in Atlanta, GA

* Conducted work at DOD’s Office of Health Affairs in Falls Church, VA and
VA’s Veterans Health Administration in Washington, D.C.

e Selected and reviewed examples of health care IT infrastructure initiatives
from Canada, Denmark, New Zealand, and the United Kingdom.
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National Health Information Technology
Strategy
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Objectives, Scope and Methodology
Methodology

* Reviewed HHS’s framework and implementation plans for developing a
national health IT strategy and held discussions with agency officials about
their involvement in national efforts to implement health IT and the
integration of current health IT initiatives into the national strategy

* Analyzed agency documentation and GAO reports discussing DOD’s and
VA’s implementation of EHRs as part of the Composite Health Care
System Il and the Veterans Health Information System and Technology
Architecture

* Supplemented analyses with interviews of DOD and VA officials
regarding the agencies’ practices, processes, and outcomes in
implementing EHRs, and identified related lessons learned that could
be useful in the implementation of a national health care system

* Consulted with a private health care consultant currently studying
EHRs to assess the validity of the identified lessons and their
applicability in federal and private health care settings
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National Health Information Technology
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Objectives, Scope and Methodology
Methodology

* Conducted literature reviews of other countries’ efforts to implement health
IT and held discussions with officials in Canada, Denmark, and New
Zealand to gain information about experiences related to costs, benefits,
time frames, and challenges

¢ We held discussions with health care IT experts and reviewed
literature to identify countries that are modernizing health IT

infrastructures and were willing to discuss their initiatives and lessons
learned with us.

* We obtained information about the United Kingdom’s health IT
modernization project by reviewing publicly available documentation.
* We conducted our work from October 2004 through March 2005 in
accordance with generally accepted government auditing standards.

* We collected systems descriptions and cost information from agency
officials and did not independently verify data provided to us.

* We requested comments from HHS, DOD, and VA on a draft of these
briefing slides.
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Results in Brief

* In July 2004, HHS delivered a framework for strategic actions as a first step
toward a strategy to implement a nationwide health IT infrastructure that
involves both the public and private sectors’ participation.

* The framework builds upon ongoing work in federal health IT and
includes plans to identify and learn from agencies’ experiences.

* The framework defines goals and strategies which are to be
implemented in three-phases.

* HHS is in the initial phase of implementing the framework’s strategies but
has not defined milestones for completion of this phase or later phases.

* In November 2004, HHS issued a request for information seeking public
input and ideas for developing a national health information network; a task
force of federal agencies is evaluating over 500 responses.
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Results in Brief

e DOD and VA operate the largest health care delivery networks in the
nation, and their experiences in implementing EHRs offer important
lessons learned that could be applied to a national health records system.
These lessons include:

¢ Obtain full endorsement of top leadership

* Define and adopt common standards and terminology

* Recognize and address needs of the varied stakeholder communities
* Deploy in small increments and build on success

* Other countries have begun initiatives to establish national health IT
infrastructures with government support and also provided valuable
lessons learned that can be applied to the U.S.’s efforts, such as:

* Focus on creating standards first
» Establish a central organization to lead health IT efforts
* Implement incrementally

e As a result of our review, we recommend that HHS establish plans and
milestones for fully implementing its framework for strategic action.
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Background
IT in the Health Care Industry

e The President’s Information Technology Advisory Committee? observed
that, unlike most industries in which IT has improved efficiency, quality, and
productivity, health care still operates using primarily paper-based records,
phone calls, faxes, and mail.

* Unlike the nationalized health systems of many countries, the U.S.
health care system is composed of private, independent hospitals,
ambulatory care and long-term care facilities, and private individual
and group provider practices.

e The free market system does not inherently generate practical
mechanisms for sharing information critical to patient care.

* According to HHS, health care is the largest sector of the economy that has
not fully embraced information technology.

2 The President’s Information Technology Advisory Committee’s members are appointed by the President to provide independent expert advice on IT.

10
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Background
IT in the Health Care Industry

* Health IT is used to support health care quality and efficiency by providing
tools to improve patient care and to reduce administration overhead. For
example

» Electronic health records (EHRs)?® provide patients and their caregivers
the necessary information required for optimal care while reducing
costs and administrative overhead, such as that associated with
patient registration, admission, discharge, and billing.

» Computer-assisted clinical decision support tools increase the ability of
health care providers to take advantage of current medical knowledge
from online medical references as they make treatment decisions.

» Computerized provider order entry allows providers to electronically
order tests, medicine, and procedures for patients, reducing errors
associated with hand-written orders and prescriptions.

* Telehealth is used to provide health care to rural and remote areas
through the use of communications technologies.

3 There is a lack of consensus on what constitutes an EHR, and thus multiple definitions and names exist for EHRs, depending on the functions
included. An EHR generally includes (1) a longitudinal collection of electronic health information about the health of an individual or the care 11
provided, (2) immediate electronic access to patient- and population-level information by authorized users, (3) decision support to enhance the
quality, safety, and efficiency of patient care, and (4) support of efficient processes for health care delivery.
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Background
IT Adoption Rates in Health Care

* We recently reported that current health IT adoption rates in the United
States are varied and increasing the rates of IT adoption is critical to
achieving significant benefits.4

e Respondents to a recent survey conducted by the Medical Group
Management Association reported that only 31 percent of physician
group practices use fully operational EHRs.

e The Healthcare Information and Management Systems Society
reported that 19 percent of hospitals use fully operational EHRs.

* According to a study by the Commonwealth Fund, approximately 13
percent of solo physicians have adopted some form of EHR, while 57
percent of large group practices (50 or more physicians) have adopted
an EHR.

* According to the Commonwealth Fund, gaps in adoption rates are further
widened by barriers and challenges to implementing health IT that are
greater for solo and small group practices.

4 GAO, Health and Human Services’ Estimate of Health Care Cost Savings Resulting from the Use of Information Technology, GAO-05-309R
(Washington, D.C.: February 16, 2005). 12
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Background

Challenges to Implementing IT

* While there are proven benefits to implementing health IT, the Medicare
Payment Advisory Commission® identified other factors that present
financial, technical, and cultural challenges.

* |nvestment in IT can be costly and must compete with other
investments, and depends on the organization’s ability to access
capital.

* Integrating new IT with other systems can further increase costs and
system maintenance requirements.

e Maintaining full operations when making system changes presents
additional challenges.

* Implementation of IT often requires changes in work processes and
culture.

* Physicians’ reluctance is a major hurdle to implementing IT, and
overcoming it is key to successful projects.

5 The Medicare Payment Advisory Commission is an independent federal body established by the Balanced Budget Act of 1997
(P.L. 105-33) to advise the U.S. Congress on issues affecting the Medicare program. 13
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Background

Recent Studies on Cost and Benefits of Health IT

» Studies by the Center for Information Technology Leadership identified
savings from the widespread adoption of health IT.

* The Value of Healthcare Information Exchange and Interoperability
identified $78 billion in annual savings based on electronically sharing
health care data between providers and stakeholders, which resulted
in saving time and avoiding duplicate tests.

e The Value of Computerized Provider Order Entry in Ambulatory
Settings estimated $44 billion in annual savings based on avoidance of
unnecessary outpatient visits and hospital admissions, as well as more
cost-effective medication, radiology, and lab ordering.

* The center and other health care experts acknowledge that these
estimates are based on limited data and a number of assumptions and,
therefore, are not necessarily complete and precise.

* In October 2003, we reported significant financial benefits realized from the
implementation of health IT, including cost savings at VA and expected
savings at DOD (GAO-04-224; see appendix ).

14
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Background
Administration’s Health IT Agenda

e The President’s health care IT plan calls for the widespread adoption of
interoperable EHRs within 10 years.

* In April 2004, the President issued Executive Order 133356 to “provide
leadership for the development and nationwide implementation of an
interoperable health information technology infrastructure to improve the
quality and efficiency of health care.” Among other things, the order called
for

» the appointment of a national coordinator for health IT who is to report
to the Secretary of HHS regarding progress on the development and
implementation of a strategic plan.

* The Secretary appointed a national coordinator in May 2004 whose
responsibilities include coordination of programs and policies regarding
health IT across the federal government, and outreach and consultation
between the federal government and the private sector.

6 Executive Order 13335, Incentives for the Use of Health Information Technology and Establishing the Position of the National Health
Information Technology Coordinator (Washington, D.C.: April 27, 2004). 15
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Background
HHS’s Role in Health IT

* As a regulator, purchaser, health care provider, and sponsor of research,
HHS is taking steps to promote the use of IT in public and private health
care settings.

e The Agency for Healthcare Research and Quality (AHRQ) aims to
translate research findings into better patient care and provides funding
for state and regional IT demonstration projects and a national
resource center for grantees and organizations that are engaged in
health IT activities.

* According to HHS officials, over half of AHRQ’s funding goes to
rural and small communities.

e The Centers for Medicare and Medicaid Services (CMS) administers
the Medicare program and works in partnership with states to
administer the Medicaid program and the States Children’s Health
Insurance Program; CMS has established pilots to promote the
adoption and effective use of health IT in physicians’ offices and to
improve beneficiary telephone customer service using web-based call
centers.

16
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Background
HHS’s Role in Health IT

* Indian Health Service (IHS) provides health services to American
Indians and Alaskan Natives and reportedly uses a hospital information
system that provides order entry, results reporting, encounter
documentation, and other clinical functions.

e The Health Resources and Services Administration (HRSA) aims to
expand access to high-quality health care and provide grants for
community-based activities in informatics, EHRs, and telehealth.

 HRSA awarded 65 grants and over $30 million for telehealth in
2004.

* The National Institutes of Health (NIH) works to apply scientific
knowledge to extend healthy life and provide research grants for
computer technologies to facilitate access, storage, and use of
biomedical information, for training of informatics researchers and
developers, and access to informatics resources.

17
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Background
Role of the

National Committee on Vital and Health Statistics

e The National Committee on Vital and Health Statistics (NCVHS) was
established in 1949 as a public advisory committee that is statutorily
authorized to advise the Secretary of HHS on health data, statistics, and

national health information policy, including the implementation of health IT
standards.

* The committee is responsible for developing recommendations to HHS
for standards to enable e-prescribing and delivered its first set of
recommendations to the department in September 2004 with additional
recommendations to be provided in March 2005.

* The committee is also responsible for making recommendations to the
Secretary of HHS for transaction and code set standards.

18
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Background
Role of the
National Committee on Vital and Health Statistics

* In November 2001, NCVHS called for federal leadership to accelerate and
coordinate progress on a national health information infrastructure.’

* NCVHS intends to continue to address issues related to health IT and
a national health information infrastructure and provide comments and
recommendations to the Secretary as appropriate.

* NCVHS reviews results of HHS agencies’ standards-setting initiatives,
along with government and nongovernmental requirements and issues,
and makes recommendations to the department secretary regarding the
adoption of health IT standards, as appropriate.

7 NCVHS, Information for Health: A Strategy for Building the National Health Information Infrastructure (Washington, D.C.: November 2001).

19
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Background
DOD’s Role in Health IT

* As previously reported,® DOD has pursued the goal of providing IT support
to its hospitals and clinics since 1968.

e From 1976 to 1984, DOD spent about $222 million to acquire,
implement, and operate various health care computer systems.

e The Composite Health Care System (CHCS), deployed in 1993, is the
primary DOD medical information system now used in all military health
system facilities worldwide, supporting patient registration and inpatient
activity documentation, and providing laboratory, radiology, pharmacy,
drug interaction, and other functions.

8GAO, Information Technology: Greater Use of Best Practices Can Reduce Risks in Acquiring Defense Health Care System,
GAO-02-345 (Washington, D.C.: September 26, 2002). 20
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Appendix I
National Health Information Technology
Strategy

ility * Integrity * iabili

EGAO

Background
DOD’s Role in Health IT

e DOD initiated CHCS Il in 1997 as an advanced medical information
system to assist clinicians in making improved health care decisions
and to lower costs.

* As part of CHCS Il, DOD is implementing a centralized Clinical
Data Repository of life-long health records for military health
system beneficiaries that provide documentation such as patient
histories, physician notes, and population health reporting.

e CHCS Il represents DOD’s EHR and will eventually replace the
existing CHCS.

* Accordi